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Iyq BÀ tImUv (QR code): Iyq BÀ tImUv F¶mÂ hnh-c-§Ä tiJ-
cn-¨n-«pÅ Zznam\ _mÀtIm-Um-Wv. AXv skÂ t^m¬ t]mse-bpÅ D]-
I-cWw sIm≠v hmbn-¡p-hm³ km[n-¡p-¶-Xm-Wv. shfp¯ ]Ým-¯-e-
¯nÂ NXpc ]mfnÂ Idp¯ NXp-c-§Ä AS-§n-bn-cn-¡p¶ Iyq BÀ. 
tImUnÂ ]Ww kzoI-cn-¡p¶ hyàn-sb-¡p-dn-¨pÅ hnh-c-§Ä D≠m-bn-
cn-¡pw. hym]mc tI{µ-§-fnÂ D]-t`m-àm-hnsâ A¡u≠v Ingnhv sNbvXv 
samss_Â hgn CS-]m-Sp-IÄ \S-¯p-hm³ Iyq BÀ tImUv kuI-cy-ap-
≠m-¡p-¶p.

hnZq-c-{]m]vXn (dntam«v BIvkkv--Remote Access): D]-t`m-àm-hns\  
{]tem-`-\-¯n-eqsS Ah-cpsS samss_Â t^mWnÂ/Iw]yq-«-dnÂ 
B¸v Uu¬temUv sN¿n-¡p-¶p. Cu B¸v hgn samss_Â t^mWnÂ/ 
I¼yq-«-dnÂ D]-t`m-àm-hns\ kw_-Ôn-¨pÅ FÃm hnh-c-§fpw e`y-am-
Ipw.

GIo-IrX t]bvsaâ v CâÀt^kv (bp ]n sF): D]-t`m-àmhv UPIbv¡v 
th≠n _m¦nÂ cPn-ÌÀ sNbvXp-I-gn-ªmÂ, khn-tij shÀNzÂ 
sFUân-^-bÀ (VPA) krjvSn-¡-s¸-Sp-Ibpw AXv CS-]m-Sp-IÄ Bcw-`n- 
¡p-¶-Xn\v samss_Â t^mWn-te¡v kwtbm-Pn-¸n-¡p-Ibpw sN¿p-¶p. 
KpW-t`m-àm-hnsâ Cu VPA bp ]n sF A`yÀ°n-¡p-Ibpw XÕ-abw 
]Ww ssIam-dp-Ibpw sN¿p-¶p. CS-]m-Sp-IÄ¡v AwKo-Imcw \ÂIm³ 
AYhm Ønco-I-c-W-¯n-\mbn UPI-PIN BWv D]-tbm-Kn-¡p-¶-Xv. AXv 
kzIm-cy-am-b-Xn-\mÂ aäp-Å-h-cp-ambn ]¦p-h-bv¡p-hm\v ]mSn-Ã.

hnjnMv (Vishing): _m¦v/_m¦n-Xc Cþ-hm-eäv ZmXm-¡Ä/sSentImw tkh\ 
ZmXm-¡Ä F¶ hymtP\ D]-t`m-àm-¡sf {]tem-`n-¸n¨v KYC ]pXp-¡Â, 
A¡u≠v/SIM- ImÀUv A¬t»m¡v sN¿p-hm³, sU_näv sNbvX XpI 
s{IUnäv sN¿p-hm³ F¶o Imc-W-§Ä ]dªv Ah-cnÂ \n¶pw clky 
hnh-c-§Ä tNmÀ¯p-¶p.

hmseäv (Wallet): \nt£]w/apXÂ ssIhiw hbv¡p-¶-Xn-\pÅ Hcp 
A¡u-≠mWv hmse-äv, AXv hnhn[ hm§-ep-IÄ¡v D]-tbm-Kn-¡mw. 
hmseäv km¦-ev]nIw (shÀNzÂ) BImw (DZm:-þ Paytm, Phonepe t]mepÅ 
samss_Â hmse-äv)AsÃ-¦nÂ aqÀ¯-amb (^n-kn-¡Â) {]os]bvUv 
ImÀUp-IÄ BImw. 



DÅ-S¡w

hnjbw t]Pv \w

BapJw 1

`mKw H¶v þ h©-\m-]-c-amb km¼-̄ nI CS-]m-Sp-I-fpsS {]hÀ¯\ coXn-Ifpw 

Ah--bvs¡-Xnsc kzoI-cn-t¡≠ ap³I-cp-X-ep-Ifpw þ _m¦p-IÄ
2

1. ^njnwKv en¦p-IÄ 3

2. hnjnMv tImfp-IÄ 4

3. Hm¬sse³ hnÂ¸\ ¹mävt^m-ap-IÄ D]-tbm-Kn-¨pÅ X«n-¸p-IÄ 5

4.
A]-cn-Nn-X-amb/Ønco-I-cn-¡m¯ samss_Â  

B¹n-t¡-j-\p-IÄ aptJ-\-bpÅ X«n-¸p-IÄ
6

5. F.-Sn.-Fw. ImÀUv kvIn½nwKv 7

6 kv{Io³ ]¦n-SÂ B v̧/dntam«v BIvkkv  (Remote Access) D]-tbm-Kn-̈ pÅ X«n-̧ p-IÄ 8

7 knw kzm¸v/knw t¢mWnwKv 9

8
skÀ¨v F©n-\p-I-fn-eqsS hyàn-KX hnh-c-§Ä ssIam-dp-¶Xp  

aqew D≠m-Ip¶ X«n-¸p-IÄ
10

9 Iyq BÀ tImUv (QR Code) kvIm³ hgn-bpÅ X«n-¸p-IÄ 11

10 kmaqly am²y-a-§-fnÂ IqSn-bpÅ BÄam-dm«w 12

11 lmÀUvshbÀ D]-tbm-Kn-¨pÅ amÂsh-bÀ(Malware) B{I-aWw (Juice Jacking) 13

12 `mKy-¡pdn (Lottery) X«n¸v 14

13 Hm¬sse³ sXmgnÂ X«n¸v 15

14
aWn ayqÄkv (\n-b-a-hn-cp-²-ambn BÀÖn¨  

]Ww ssIamäw sN¿p-¶-hÀ) (Money mules) 16

`mKw c≠v þh-©-\m-]-camb km-¼¯n-I C-S-]m-Sp-I-fp-sS {]-hÀ-̄ -\-co-Xn-I-fpw A-h-

bv-s¡-Xn-sc kzo-I-cn-t¡-≠ ap³-I-cp-X-ep-Ifpwþ_m-¦n-X-c [-\-Im-cy Ø-m-]-\§Ä
17

1 hmbv-] hm-Kv-Zm-\w sN¿p¶ sN¿p¶ hym-P ]-c-ky§Ä 18

2 F-kv.Fw.F-kv./C-sa-bnÂ/C³kväâ v sa-tÊ-PnwKv/ tImÄ X-«n v̧ 19
3 H.Sn.]n A-Sn-Øm-\-̄ n-ep-Å X-«n v̧ 20

4
hm-bv-]I-sf kw-_-Ôn-̈  hym-P sh_v-ssk-äp-IÄ / B¹nt¡j³ (Application) ap-tJ-

\-bpÅ X-«n-̧ p-IÄ
21

5
a-Wn kÀ-¡p-te-j³ / t]m³-kn / aÄ-«n se-hÂ amÀ-¡-änwKv (MLM)  
]-²-Xn-I-ep-sS t]-cn-ep-Å X-«n-̧ pIÄ

22

6 hym-P-tc-J-IÄ D-]-tbm-Kn-̈ p-Å hm-bv-]m X-«n-̧ pIÄ 23
`m-Kw aq-¶v þ km-¼¯n-I C-S-]m-Sp-IÄ-¡m-bn kzo-I-cn-t¡≠  

s]m-Xphm-b ap³-I-cp-X-epIÄ
24

]Zmhen 32





1

BapJw
kao] hÀj-§-fnÂ UnPn-äÂ t]bvsaâ v coXn-I-fpsS D]-tbm-K-¯nÂ IpXn-¨p-

Nm«w D≠m-bn-«p-≠v. tImhnUv aqew kwPm-X-amb tem¡v Uu¬ Ime-b-f-hnÂ 

CXv IqSp-XÂ thKX ssIh-cn-¨p. D]-t`màr kuIcyw sa¨-s¸-Sp-¯p-¶-Xn-t\m-

sSm¸w km¼-¯nI DÄs¸-Sp-¯Â F¶ tZiob e£yw ssIh-cn-¡p-¶-Xn\pw 

CXv Imc-W-am-bn. ]t£ thK¯nepw, A\m-bm-k-ambpw km¼-¯nI CS-]m-Sp-IÄ 

\S-¯p-hm³ km[n-¨-Xn-\mÂ, NnÃd (Retail) km¼-¯nI CS-]m-Sp-I-fnse X«n-¸p-I-

fpsS F®hpw hÀ²n-¨p. km[m-c-W-¡mcpw Ffp¸w I_-fn-¸n-¡-s¸-Sm-hp-¶-h-cp-

am-b, {]tXy-In¨v kmt¦-Xn-I-þ-km-¼-¯nI hyhØ (Techno-Financial Eco-system) 
Ifp-ambn ]qÀW-ambpw ]cn-Nn-X-a-Ãm-¯-h-cp-amb Bfp-I-fp-sS, ITn-\m-²zm-\

-¯nÂ IqSn t\Snb ]Ww A]-l-cn-¡p-hm³ \qX-\-amb coXn-I-fmWv X«n¸p-ImÀ

D]-tbm-Kn-¡p-¶-Xv.

UnPn-äÂ/Ce-Ivt{Sm-WnIv coXn-bn-epÅ km¼-¯nI CS-]m-Sp-I-fnÂ A\p-`h 

]cn-N-b-an-Ãm-¯-hÀ¡v ]c-am-h[n {]mtbm-KnI hnh-c-§Ä e`y-am-¡p-¶-Xn\v 

th≠n-bmWv, Hmw_p-Uvkvamsâ Hm^o-kp-I-fnÂ e`n¨ hnhn[ ]cm-Xn-I-fnÂ 

\n¶pw dnt¸mÀ«v sN¿-s¸« X«n-¸p-I-fnÂ \n¶pw e`y-amb hnh-c-§Ä DÄs¡m-

Ån-¨p-sIm≠v Cu eLp-teJ {]kn-²o-I-cn-¡p-¶-Xv.

km¼-¯nI CS-]m-Sp-IÄ \S-¯p-t¼mÄ kzoI-cn-t¡≠ ap³I-cp-X-ep-I-sf-¡p-

dn¨v Nne hnh-c-§Ä \ÂIp-¶-tXm-sSm-¸w, X«n-¸p-Im-cpsS {]hÀ¯\coXn-sb-

¡p-dn¨v Ah-t_m[w krjvSn-¡p-¶-Xn-\p-apÅ Hcp {ia-amWv Cu eLp-te-J.

Hcm-fpsS kzImcy hnh-c-§Ä ({]-tXy-In¨v km¼-¯nI hnh-c-§Ä) kpc-£n-X-

ambn kq£n-¡p-I, AÚmX t^m¬ Imfp-IÄ/ktµ-i-§Ä/Csa-bn-ep-IÄ 

F¶nh e`n-¡p-t¼mÄ Pm{KX ]men-¡p-I, km¼-¯nI CS-]m-Sp-IÄ \S-¯p-

t¼mÄ ]men-t¡≠ ap³I-cp-X-ep-I-sf-¡p-dn¨v t_m[-hÂ¡-cWw \S-¯p-I, 

kpc-£n-X-amb hyàn--KX hnh-c-§Ä, ]mkvthUp-IÄ F¶n-h-bnÂ IqsS-¡qsS

amäw hcp-¯pI F¶o Imcy-§-fnÂ Ah-t_m[w krjvSn-¡p-¶-Xn-\mWv Cu 

eLp-te-J. AXn-\m-emWv BE(A)WARE þ Adn-hp-Å-h-cm-Iq... PmK-cq-I-cmIq F¶ 

Xe-s¡«v \ÂIn-bn-cn-¡p-¶-Xv. 

Cu eLp-teJ ̀ mc-Xob dnkÀhv _m¦nse I¬kyq-aÀ FUyp-t¡-j³ B³Uv 

s{]m«-£³ Un¸mÀ«-saânsâ (CEPD-Consumer Educati on and Protecti on Department) 
P\-Iob t_m[-hÂ¡-cW kwcw-`-¯nsâ `mK-am-Wv. 
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h©-\m-]-c-amb km¼-¯nI CS-]m-Sp-I-fpsS 

{]hÀ¯\ coXn-Ifpw Ah-bvs¡-Xnsc 

kzoI-cn-t¡≠ ap³I-cp-X-ep-Ifpw þ _m¦p-IÄ
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ap³I-cp-XÂ

• ]cn-Nn-X-a-Ãm¯/Ønco-I-cn-¡m¯ en¦p-I-fnÂ ¢n¡v sN¿-cp-Xv, IqSm-sX,
C¯-cw F-kv.Fw.F-kv/Cþsa-bnÂ F¶n-h `m-hn-bnÂ D-]-tbm-Kn-¡p
¶-Xv H-gn-hm-¡m³ D-S³X-s¶ \o¡w (delete) sN¿pI. 

• _m¦v/Cþ-sIm-tagvkv/skÀ¨v F³Pn³ sh_vssk-äp-I-fn-te¡v _Ô-s¸-
Sp-hm-\pÅ en¦p-IÄ \ÂIp-¶ sabn-epIÄ \o¡w (delete) sN¿p-¶-
Xn\v ap¼v Ah A¬k-_vkvss{I_v (Unsubscribe) sN¿p-I-bpw, Ab¨ 
Bfnsâ C sabnÂsF.-Un. t»m¡v sNt¿-≠-Xp-am-Wv. 

• _m¦nsâ/tkh\ ZmXm-hnsâ HutZym-KnI sh_vsskäv am{Xw D]-tbm-
Kn-¡p-I. sh_vssk-änsâ hni-Zmw-i-§Ä {i²m-]qÀhw ]cn-tim-[n-¡p-I, 
{]tXy-In¨pw km¼-¯nI CS-]m-Sp-IÄ¡pÅ k½Xw \ÂtI≠n hcp-
t¼mÄ. kpc-£nX hnh-c-§Ä \ÂIp-¶-Xn\v ap³]mbn sh_vssk-änÂ 
kpc-£nX AS-bmfw (https  t\msSm¸w Xm-gnsâ NnÓw) Dt≠m F¶v ]cn-
tim-[n-¡p-I.

•  C sabn-enÂ e`n¨ URL, domain name F¶n-h-bnÂ A£-c-¸n-i-InÃ 
F¶v Dd-¸p-h-cp-¯p-I. kwi-b-ap-s≠-¦nÂ DS³ _Ô-s¸-«-hsc Adn-bn-
¡p-I.

1. ^njnwKv en¦p-IÄ
{]hÀ¯\ coXn
•  X«n-¸p-ImÀ _m¦nsâ sh_vsskäv AsÃ-¦nÂ Cþ-sIm-tagvkv sh_vsskäv 

AsÃ-¦nÂ skÀ¨v F©n³, F¶n-h-bpsS \ne-hn-epÅ bYmÀ° sh_
sskäv t]mse tXm¶n-¡p¶ Hcp aq¶mw I£n ̂ njnwKv sh_vsskäv krjvSn-
¡p-¶p.

•  X«n-¸p-ImÀ Cu en¦pÄ km[m-c-W-bmbn Fkv.-Fw.-F-kv./kmaqly am²y-a-
§Ä/C sabnÂ/C³Ìâ v saÊ-©À XpS-§n-bh hgn {]N-cn-¸n-¡p-¶p.

•  an¡-t¸m-gpw, D]-t`m-àm-¡Ä hni-Z-amb  URL AYhm sh_vsskäv A{Ukv 
]cn-tim-[n-¡msX Hä t\m«-¯nÂ en¦nÂ ¢n¡p sNbvXv hyàn-KX Xncn-¨-
dn-bÂ \¼À (PIN), Hcn-¡Â am{Xw D]tbmKn¡m-hp¶ ]mÊvthÀUv (OTP),
]mÊvthÀUv apX-emb kp{]-[m\ hnh-c-§Ä \ÂIp-t¼mÄ, AXv X«n-¸p-
ImÀ ]nSn-s¨-Sp-¡p-Ibpw D]-tbm-Kn-¡p-Ibpw sN¿p-¶p.
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2. hnjnwKv tImfp-IÄ

{]hÀ¯-\-coXn
•  X«n-¸p-ImÀ t^m¬ ktµ-i-§Ä/kmaqly am²y-a-§Ä hgn, _m¦ÀamÀ/

I¼\n FIvknIyp«o-hp-IÄ/C³jp-d³kv GPâp-amÀ/kÀ¡mÀ DtZym-K-

ØÀ F¶ hymtP\ D]-t`m-àm-¡sf hnfn-¡p-Itbm kao-]n-¡p-Itbm 

sN¿p-¶p. IqSmsX hnizmkw t\Sp-¶-Xn\v D]-t`m-àm-hnsâ t]cv AsÃ-

¦nÂ P\-\-¯o-bXn t]mepÅ Nne hni-Zmw-i-§Ä ]¦p-h-bv¡p-¶p.

•  Nne kµÀ`-§-fnÂ, CS-]mSv DS-\Sn XS-bm³ Bh-iy-amb hni-Zmw-i-§Ä, 

]ng Hgn-hm-¡p-hm³ Bh-iy-amb ]Ww AS-bv¡Â, BIÀj-I-amb Ingnhv 

apX-em-bh D²-cn-¨p-sIm≠v ASn-b-´n-c-ambn/XÂ£Ww ]mÊvthÀUv (OTP)/
PIN/ ImÀUv shcn-^n-t¡-j³ hmeyp (CVV) F¶o clky hnh-c-§Ä \evIm³ 

X«n-¸p-ImÀ D]-t`m-àm-¡-fnÂ k½ÀZw sNep-¯p-Ibpw I_-fn-¸n-¡p-Ibpw 

sN¿p-¶p. Cu clky hnh-c-§Ä D]-t`m-àm-¡sf h©n-¡m³ ]n¶oSv D]-

tbm-Kn-¡p-¶p.

ap³I-cp-XÂ

• _m¦v DtZym-K-ØÀ/[\-Imcy Øm]-\-§Ä/BÀ.-_n.-sF./GsX-

¦nepw bYmÀ° Øm]-\w, D]-t`m-àm-¡-tfmSv D]-tbmàr \maw 

(User Name) /]mkvthUv/ImÀUv hni-Zmw-i-§Ä/kn hn hn/ H Sn ]n 

t]mepÅ clky hnh-c-§Ä ]¦n-Sm³ Hcn-¡epw Bh-iy-s¸-Sn-Ã.

• \n§-fpsS IpSpw-_mw-K-§-fp-amtbm kplr-¯p-¡-fp-amtbm aäm-cp-

amtbm C¯cw clkyhnh-c-§Ä ]¦p-h-bv¡-cp-Xv.
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3. Hm¬sse³ hnÂ¸\ ¹mävt^map-IÄ 
D]-tbm-Kn-¨pÅ X«n-¸p-IÄ 

{]hÀ¯\ coXn. 

•  X«n-¸p-ImÀ Hm¬sse³ hnÂ¸\ ¹mävt^m-anÂ hm§p-¶-h-cm-sW¶v \Sn-¡p-

Ibpw \n§-fpsS DÂ¸-¶-¯nÂ XmÂ]cyw ImWn-¡p-Ibpw sN¿p-¶p. \n§

-fpsS hnizmkw BÀÖn-¡p-¶-Xn-\mbn ]e X«n-¸p-Im-cpw, hnZqc Øe-§-fnÂ

ssk\nI tkh\w \S-¯p-¶-h-cm-sW¶v \Sn-¡p-¶p.

• \n§Ä¡v ]Ww \ÂIp-¶-Xn-\p-]-I-cw, AhÀ UPI B¸v hgn ""dnIzÌv 

aWn'' (Request money) Hm]vj³ D]-tbm-Kn-¡p-Ibpw \n§-fpsS _m¦v A¡u-

≠nÂ \n¶v ]Ww ]n³h-en-¡p-¶-Xn-\pÅ A`yÀ°\ UPI PIN \ÂIn-s¡m≠v 

AwKo-I-cn-¡m³ \nÀ_-Ôn-¡p-Ibpw sN¿p-¶p. hnÂ¸-\-¡m-c³ PIN tcJ-s¸-

Sp-¯n-¡-gn-ªmÂ DS³ X«n-¸p-Im-csâ A¡u-≠n-te¡p ]Ww ssIamäw 

sN¿-s¸-Sp-¶p.sN¿-s¸-Sp-¶p.

Please enter PIN

 to receive money!!

ap³I-cp-XÂ

•  Hm¬sse³ hnev]\ ¹mäp-t^m-ap-I-fnÂ IqSn DXv]-¶-§Ä hm§p-Itbm

hnÂ¡p-Itbm sN¿p-t¼mÄ Ft¸mgpw PmK-cq-I-cm-bn-cn-¡p-I.

• ]Ww kzoI-cn-¡m³ \n§-fpsS PIN/]mÊvthUv F¶n-h, Fhn-sSbpw 

\ÂtI-≠-XnÃ F¶ Imcyw Ft¸mgpw HmÀ½-bnÂ hbv¡p-I.

•  UPI AsÃ-¦nÂ atä-sX-¦nepw B¸v, CS-]mSv ]qÀ¯n-bm-¡p-hm³ \n§-

fpsS PIN \ÂI-W-sa¶v Bh-iy-s¸-Sp-I-bm-sW-¦nÂ, B CS-]mSv \n§

Ä¡v ]Ww e`n-¡p-¶-Xn\p ]Icw ]Ww Ab-bv¡m-\p-Å-XmWv F¶v 

a\-Ên-em-¡pI
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ap³I-cp-XÂ

• A]-cn-Nn-X-amb/Ønco-I-cn-¡m¯ Dd-hn-S-§-fnÂ \nt¶m, AsÃ-¦nÂ 

AÚm-X-\mb hyàn-bpsS \nÀt±-i-{]-Im-ctam Hcn-¡epw B¹n-t¡-j³ 

Uu¬temUv sN¿-cp-Xv.

• Uu¬temUv sN¿p-¶-Xn\v ap³]v ap³I-cp-X-em-bn, B¸nsâ {]km-[-IÀ/

DS-a-ØÀ Bsc¶pw D]-tbm-àm-¡Ä B¸n\v \ÂIn-bn-cn-¡p¶ tdänwKv 

F´m-sW¶pw ]cn-tim[n-¡p-I. 

•  Uu¬temUv sN¿p-t¼mÄ t^mt«m, tIm¬SmIvSv A§s\ Fs´ms¡ 

hnh-c-ti-J-c-§-fn-emWv B¸v A\p-a-Xnbpw {]th-i-\hpw/{]m]y-Xbpw 

tXSp-¶Xv F¶v ]cn-tim-[n-¡p-I. B¸v D]-tbm-Kn-¡p-hm³ XnI¨pw DNn-X-

amb A\p-aXn am{Xw \ÂIp-I.

4.  A]-cn-Nn-X-amb/Ønco-I-cn-¡m¯ samss_Â B¹n-

t¡-j-\p-IÄ aptJ-\-bpÅ X«n-¸p-IÄ
{]hÀ¯\ coXn
•  AwKo-IrX Øm]-\-§-fpsS \ne-hn-epÅ B¸n\v kam-\-amb Nne B¸v 

en¦p-IÄ SMS /C sabnÂ/kmaqly am[y-a-§Ä/ C³Ìâ v saÊ-©À, 

F¶nh hgn X«n-¸p-ImÀ {]N-cn-¸n-¡p-¶p.

•  X«n-¸p-ImÀ, kaÀ°-ambn D]-t`m-àm-hn-s\-s¡m≠v C¯cw en¦p-I-fnÂ 

¢nIv sN¿p-hm³ t{]cn-¸n-¡p-¶p. DS³ A]-cn-Nn-X-amb/Ønco-I-cn-¡m¯ 

B¸p-IÄ \n§-fpsS samss_Â D]-I-cWw/em]vtSm¸v/sUkvIvtSm]v F¶n-

h-bn-te¡v Uu¬temUv sN¿-s¸-Sp-¶p.

•  amc-I-amb C¯cw B¸p-IÄ Uu¬temUv sN¿-s¸«p Ign-ªmÂ X«n-¸p-Im-

c\v D]-t`m-àm-hnsâ D]-I-c-W-¯n-epÅ FÃm hnh-c-§fpw (D-Zm-l-cWw: 

D]-I-c-W-¯nÂ kw`-cn-¨p-h-¨n-«pÅ FÃm kzImcy hnh-c-§fpw B¸v Uu¬

temUv sN¿p-¶-Xn\v ap³]pw AXn\p tijhpw e`n¨ satÊPv / OTP) 
F¶nh e`n-¡p-¶p.
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ap³I-cp-XÂ

•  CS-]mSv \S-¯p-t¼mÄ F Sn Fw ImÀUv CSp¶ tÉm«v AsÃ-¦nÂ F Sn Fw

sajosâ Io]m-Un\v kao]w aäv D]-I-c-W-§Ä LSn-¸n-¨n-«n-sÃ¶v Dd-¸p-

h-cp-¯p-I.

• \n§-fpsS ]n³ \ÂIp-t¼mÄ Io]mSv ssIsIm≠v ad-bv¡p-I.

• \n§-fpsS ]n³ Hcn-¡epw F Sn Fw ImÀUnÂ FgpXn hbv¡-cp-Xv.

• \n§-fpsS ASp v̄ \nÂ¡p¶ asäm-cm-fpsS km¶n-[y-̄ nÂ ]n³ \ÂI-cp-Xv.

• ]Ww ]n³h-en-¡p-¶-Xn-\mbn \n§-fpsS F Sn Fw ImÀUv aämÀ¡pw \ÂI

-cp-Xv.

•  F Sn F½nÂ A]-cn-Nn-XÀ \ÂIp¶ \nÀtZiw ]men-¡p-Itbm Ah-cnÂ 

\n¶pw klmbw/amÀK\nÀt±iw kzoI-cn-¡p-Itbm sN¿-cp-Xv. 

•  F Sn F½nÂ \n¶pw ]Ww e`n-¨n-sÃ-¦nÂ Iym³kÂ (Cancel) _«¬ 

AaÀ¯n tlmw kv{Io³ I≠-Xn-\p-tijw am{Xw F Sn F½nÂ \n¶pw 

aS-§p-I.

5. FSnFw ImÀUv kvIn½nwKv
{]hÀ¯\coXn

•  X«n-¸p-ImÀ F Sn Fw sajo-\p-I-fnÂ kvIn½nwKv D]-I-c-W-§Ä Øm]n-¡p-

Ibpw D]-t`m-àm-hnsâ ImÀUnse hnh-c-§Ä tamjvSn-¡p-Ibpw sN¿p-¶p.

•  bYmÀ° Io ]mUnsâ hymP ]Xn¸v (U½n Io]m-Uv), ImgvN-bnÂ \n¶v \¶mbn

ad-ªn-cn-¡p¶ sNdnb/]n³tlmÄ Iymad F¶nh Øm]n-¨p-sIm≠v PIN 

]nSn-s¨-Sp-¡p-¶p.

•  Nne-t¸mÄ, X«n-¸p-ImÀ aäv D]-t`m-àm-¡-fm-sW¶ hymtP\ \n§-fpsS 

kao-]¯v \n¶v \n§Ä  PIN  \ÂIp-t¼mÄ AXv t\m¡n a\-Ên-em-¡p-¶p. 

•  Cu hnh-c-§Ä ]n¶oSv ImÀUnsâ ]IÀ¸v (Duplicate card) krjvSn-¡p-hm\pw

D]-t`m-àm-hnsâ A¡u-≠nÂ \n¶v XpI ]n³h-en-¡p-hm\pw D]-tbm-Kn-

¡p-¶p.
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ap³I-cp-XÂ

• \n§-fpsS Iw]yq-«-dn\v Fs´-¦nepw kmt¦-XnI XI-c-cmÀ D≠m-Ip-Ibpw 

kv{Io³ ]¦n-SÂ B¸v Uu¬temUv sNt¿≠ Bh-iy-IX D≠m-Ip-

Ibpw sNbvXmÂ _Ô-s¸« FÃm B¸p-Ifpw {]hÀ¯-\-c-ln-X-am-¡pI/

temKv Hu«v sN¿p-I.

•  I¼-\n-bpsS HutZym-KnI tSmÄ-þ{^o \¼-dnÂ (Hu-tZym-KnI sh_vssk-

änÂ ]d-ªn-cn-¡p¶ \¼À) \n¶pw Adn-bn¸v e`n-¡p-t¼mÄ am{Xta C¯cw 

B¸p-IÄ Uu¬temUv sN¿mhq. I¼-\n-bpsS DtZym-K-Ø³ A-bm-fp-sS

t^m¬ \-¼-dnÂ \n¶pw \n§-sf hn-fn¨v B¸p-IÄ Uu¬temUv

sN¿p-hm³ Bh-iy-s¸-Sp-I-bm-sW-¦nÂ A¯cw B¸p-IÄ Uu¬temUv 

sN¿-cp-Xv.

•  {]hr¯n ]qÀ¯n-bm-ep-S³ kv{Io³ ]¦n-SÂ B¸v Iw]yq-«-dnÂ \n¶pw 

\o¡w (Delete) sN¿p-I.

6. kv{Io³ ]¦n-SÂ B¸v/dntam-«v A-Ivkkv

   (Remote access) D]-tbm-Kn-¨pÅ X«n-¸p-IÄ
{]hÀ¯-\-coXn

•  kv{Io³ ]¦n-SÂ B¸p-IÄ Uu¬temUv sN¿p-hm³ X«n-¸p-ImÀ D]-t`m-

àm-hns\ {]tem-`n-¸n-¡p-¶p.

•  AXn-eqsS AhÀ¡v D]-t`m-àm-hnsâ samss_Â/em]vtSm¸v \nco-£n-¡p-

hm\pw \nb-{´n-¡p-hm\pw D]-t`m-àm-hnsâ km¼-¯nI clky hnh-c-§Ä 

t\Sn-sb-Sp-¡p-¶-Xn\pw km[n-¡p-¶p.

• ]n¶oSv X«n-¸p-ImÀ D]-t`m-àm-hnsâ CâÀs\äv _m¦nwKv/t]bvsaâ v B¸p-

IÄ D]-tbm-Kn¨v ]Ww ssIamäw \S-¯p-¶p.
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ap³I-cp-XÂ

•  knw ImÀUp-ambn _Ô-s¸« hyàn-KX hnh-c-§Ä Hcn-¡epw ]¦n-S-cp-Xv.

•  km[m-cW ]cn-X-Øn-XnbnÂ \n§-fpsS t^mWnÂ KWy-amb kabw 

samss_Â s\ävhÀ¡v CsÃ-¦nÂ \n§-fpsS kn½n\v Uyq¹n-t¡äv knw 

\ÂIp-¶n-sÃ¶v Dd-¸p-h-cp-¯p-hm³ DS³ Xs¶ samss_Â Hm¸-td-äsd 

_Ô-s¸-tS-≠-Xm-Wv.

7. knw kzm¸v/knw t¢mWnwKv 

{]hÀ¯-\-coXn

•  D]-t`m-àm-hnsâ A¡u≠v cPn-ÌÀ sNbvX samss_Â \¼-dp-ambn _Ôn-

¸n-¨n-cn-¡p-¶-Xn-\mÂ, X«n-¸p-ImÀ knw ImÀUn-te¡v {]th-i\w t\Sp-hmt\m 

AsÃ-¦nÂ Uyq¹n-t¡äv knw ImÀUv (C-e-Ivt{Sm-WnIv þ SIM DÄs¸sS) 

t\Sp-hmt\m {ian-¡p-¶p.

•  X«n-¸p-ImÀ A¯cw knw ]IÀ¸v (duplicate SIM) Â \n¶v e`n-¡p¶ H Sn ]n 

(OTP) D]-tbm-Kn¨v hymP CS-]m-Sp-IÄ \S-¯p-¶p. 

• 3G bnÂ \n-¶v 4G bn-te¡v knw ImÀUv kuP-\y-ambn A]vt{KUv sN¿p-¶-

Xn\v AsÃ-¦nÂ 4G knw ImÀUnÂ A[nI B\p-Iqeyw \ÂIp-¶-Xn\v hni-

Zmw-i-§Ä A`yÀ°n-¨p-sIm-≠v, Hcp sSen-t^m¬/ samss_Â s\ävhÀ¡v 

Poh-\-¡m-cm-sW¶ hymtP-\, X«n-¸p-ImÀ D]-t`m-àm-hns\ hnfn¨v hyàn-

KX hnh-c-§Ä tiJ-cn-¡p-¶p.
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8. skÀ¨v F©n-\p-I-fn-eqsS hyàn-KX hnh-c-§Ä 

ssIam-dp-¶Xp aqew D≠m-Ip¶ X«n-¸p-IÄ 
{]hÀ¯-\-coXn

•  D]-t`m-àm-¡Ä Ah-cpsS _m¦v, C³jp-d³kv I¼-\n, B[mÀ A]vtU-j³ 

skâ-dp-IÄ apX-em-b-h-bpsS k¼À¡ hni-Zmw-i-§Ä/AYhm Customer Care 
Number e`n-¡p-¶-Xn\v skÀ¨v F©n-\p-IÄ D]-tbm-Kn-¡p-¶p. skÀ¨v F©n-

\p-I-fnÂ e`n-¡p¶ k¼À¡ hni-Zmw-i-§Ä B Øm]-\-§-fp-tS-Xv Bh-W-

sa-¶n-Ã. adn¨v X«n-¸p-ImÀ B coXn-bnÂ {]ZÀin-¸n-¨-h-bm-hmw.

• _m¦v, I¼\n F¶n-h-bp-tS-sX¶ hymtP\ X«n-¸p-ImÀ skÀ¨v F©n-\nÂ

Cu coXn-bnÂ {]ZÀin-¸n-¨n-cn-¡p¶ A]cn-Nn-Xamb/Ønco-I-cn-¡m¯ 

k¼À¡ \¼-dp-I-fp-ambn D]-t`m-àm-¡Ä _Ô-s¸-Sp-¶p.

•  D]-t`m-àm-¡Ä Ahsc Hcn-¡Â hnfn-¨p-I-gn-ªmÂ, X«n-¸p-ImÀ D]-t`m-àm-

¡-tfmSv Ah-cpsS ImÀUv hnh-c-§Ä/hni-Zmw-i-§Ä Ønco-I-cn-¡m³ Bh-

iy-s¸-Sp-¶p. 

•  X«n-¸p-Im-c³ Øm]-\-¯nsâ bYmÀ° {]Xn-\n[n BsW¶ [mc-W-bnÂ 

D]-t`m-àmhv Xsâ kp{]-[m\ hnh-c-§Ä ssIam-dp-Ibpw h©-\-¡n-c-bm-hp-

Ibpw sN¿p-¶p. 

ap³I-cp-XÂ

•  IÌ-aÀ sIbÀ k¼À¡hni-Zmw-i-§Ä e`n-¡p-¶-Xn\v Ft¸mgpw 

_m¦p-I-fpsS/I¼-\n-I-fpsS HutZym-KnI sh_v sskäp-IÄ D]-tbm-Kn-

¡p-I.

•  skÀ¨v F©n³ dnkÄ«v t]PnÂ {]ZÀin-¸n-¨n-cn-¡p¶ \¼-dp-IÄ X«n-

¸p-Im-cp-tS-Xm-hm³ km²y-X-bp-Å-Xn-\mÂ B \¼-dnÂ hnfn-¡-cp-Xv.

•  IÌ-aÀ sIbÀ \¼À Hcn-¡epw samss_Â \¼-dnsâ cq]-¯n-em-bn-cn-

¡p-I-bnÃ F¶v a\-Ên-em-¡p-I.
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ap³I-cp-XÂ

•  [\ ssIam-ä-¯n-\pÅ B¸p-IÄ D]-tbm-Kn¨v Iyq BÀ (QR) tImUp-

IÄ kvIm³ sN¿p-t¼mÄ Pm{KX ]men-¡p-I. QR tIm-Up-I-fnÂ H-cp 

{]-tXy-I A-¡u-≠n-te-¡v ]-Ww ssI-am-dp-¶-Xn-\p-Å hn-h-c-§Ä DÄ-

t¨À-¯n-«p-≠mhmw. 

• ]Ww kzoI-cn-¡p-¶-Xn\v Hcp Iyq BÀ tImUpw kvIm³ sN¿-cp-Xv. 

]Ww kzoI-cn-¡p¶ CS-]m-Sp-IÄ¡v _mÀ tImUv/Iyq BÀ (QR) tImUv 

F¶nh kvIm³ sN¿p-Itbm samss_Â _m¦nMv PIN (m-PIN), ]mÊv

thÀUv F¶nh \ÂIp-Itbm sNt¿≠ Bh-iy-an-Ã.

9. Iyq BÀ tImUv kvIm³ (QR Code) 
hgn-bpÅ X«n-¸p-IÄ 

{]hÀ¯\ coXn 

• X«n-¸p-ImÀ ]e-t¸mgpw D]-t`m-àm-¡-fp-ambn ]e Imc-W-§Ä D¶-bn¨v 

_Ô-s¸-Sp-Ibpw D]-t`m-àm-hnsâ t^mWnse B¸p-IÄ D]-tbm-Kn¨v Iyp 

BÀ tImUp-IÄ kvIm³ sN¿p-hm³ Ahsc \nÀ_-Ôn-¡p-Ibpw sN¿p-¶p.

•  Iyq BÀ tImUp-IÄ kvIm³ sN¿p-¶-tXm-Sp-IqSn D]-t`m-àm-¡-fpsS Adn-hn-

ÃmsX Ah-cpsS A¡u-≠nÂ \n¶v ]Ww ]n³h-en-¡p-hm³ X«n-¸p-ImÀ¡v 

km[n-¡p-¶p.
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ap³I-cp-XÂ

•  s{]mss^-enÂ BÄam-dm«w \S-¯n-bn-«n-sÃ¶v Dd-¸p-h-cp-¯p-¶-Xn-\mbn

kplr-¯nsâ/_Ôp-hnsâ ̂ ≠v A`yÀ°-\-bpsS kXy-k-ÔX t^m¬ 

tImÄ/IqSn-¡mgvN hgn Ft¸mgpw Ønco-I-cn-¡p-I.

•  AÚm-X-cmb hyàn-IÄ¡v Hm¬sse-\n-eqsS ]Ww \ÂI-cp-Xv.

•  kmaqly am²ya ¹mävt^map-I-fnÂ hyàn-]-chpw cl-ky-hp-amb hnh-c-

§Ä ]¦n-Sp-¶Xv Hgn-hm-¡p-I.

10. kmaqly am²y-a-§-fnÂ IqSn-bpÅ BÄam-dm«w

{]hÀ¯-\-coXn

•  s^bvkv_p¡v, C³Ìm-{Kmw, SznsäÀ XpS-§nb P\-{]nb kmaqly am²y-a-§-

fnÂ D]-tbm-àm-¡-fpsS hnh-c-§Ä D]-tbm-Kn¨v X«n-¸p-ImÀ hymP A¡u≠v 

krjvSn-¡p-¶p.

•  ASn-b-´nc NnInÂkm kw_-Ôn-bmb Bh-iy-§Ät¡m ]W-a-S-bv¡-ent\m 

atäm ]Ww Bh-iy-s¸-«v AhÀ D]-tbm-àm-¡-fpsS kplr-¯p-¡Ä¡v Hcp 

A`yÀ°\ Ab-bv¡p-¶p.

• X«n-¸p-ImÀ hymP hnh-c-§Ä D]-tbm-Kn¨v D]-tbm-àm-¡sf _Ô-s¸«v Hcp 

\nÝnX Ime-b-f-hn-\p-ÅnÂ hnizm-kyX t\Sp-¶p. ]n¶oSv D]-tbm-àm-¡Ä 

hyàn-]-chpw kzIm-cy-hp-amb hnh-c-§Ä ]¦p-h-bv¡p-t¼mÄ X«n-¸p-ImÀ 

Ah \n§sf `oj-Wn-s¸-Sp¯n ]Ww A]-l-cn-¡p-¶-Xnt\m `oj-Wn-s¸-Sp-

¯p-¶-Xnt\m D]-tbm-Kn-¡p-¶p.
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11. lmÀUvshbÀ D]-tbm-Kn-¨pÅ amÂsh-bÀ (Malware) 
B{I-aWw (Juice Jacking) 
{]hÀ¯\ coXn

•  Hcp samss_-ensâ NmÀPnwKv t]mÀ«v, ^b-ep-IÄ/ Umä ssIam-ä-¯n-\mbpw 

D]-tbm-Kn-¡mw.

• \n§-fpsS samss_Â t^m¬ s]mXp-Ø-e-¯pÅ NmÀPnwKv t]mÀ«p-I-fp-

ambn _Ôn-¸n-¨p-I-gn-ªmÂ, amÂsh-bÀ (Malware) C³ÌmÄ sNbvXv X«n-

¸p-ImÀ¡v kp{]-[m\ hnh-c-§Ä, C sabnÂ, Fkv.-Fw.-F-kv., kpc-£nX 

]mÊvthÀUvIÄ F¶nh D]-tbm-Kn-¡p-hmt\m \nb-{´n-¡p-hmt\m tamjvSn-

¡p-hmt\m Ign-bpw (Pyqkv Pm¡nw-Kv).

ap³I-cp-XÂ

•  s]mXp-Ø-e-§-fnse/A]-cn-Nn-X-amb NmÀPnwKv t]mÀ«p-IÄ/tI_n-

fp-IÄ F¶nh D]-tbm-Kn-¡p-¶Xv Hgn-hm-¡p-I.
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12. `mKy-¡pdn (Lo� ery) X«n¸v
{]hÀ¯-\-coXn
•  D]-t`m-àm-hn-\v, `mKy-¡p-dn-bnÂ \n¶pw h³XpI k½m\w t\Sn-b-Xmbn X«n-

¸p-ImÀ t^m¬/C sabnÂ hgn Adn-bn-¡p-¶p. F¶mÂ ]Ww kzoI-cn-¡p-¶-

Xn-\mbn D]-t`m-àm-hn-t\mSv Xsâ hyàn-KX hnh-c-§Ä Ønco-I-cn-¡p-¶-

Xn-\mbn _m¦v A¡u≠v/s{IUnäv ImÀUv hnh-c-§Ä Ah-cpsS sh_vssk-

änÂ \ÂIm³ Bh-iy-s -̧Sp-I. F¶n«v Cu hnh-c-§Ä AhÀ ]nSn-s -̈Sp-¡p-¶p.

•  Nne kµÀ`-§-fnÂ, tem«dn k½m\w/DÂ¸¶w e`n-¡p-¶-Xn\v X«n-¸p-ImÀ 

ap³Iq«n \nIpXn AS-bv¡p-hmt\m jn¸nwKv 

XpI, t{]mk-ÊnwKv ^okv apX-em-bh AS-bv

¡p-hmt\m Bh-iy-s¸-Sp-¶p.

•  X«n-̧ p-ImÀ Nne kµÀ -̀§-fnÂ dnkÀhv _m¦v/

hntZi _m¦v/I¼\n/A´m-cmjv{S km¼-

¯nI Øm]\w F¶n-h-bpsS {]Xn-\n-[n-bm

-sW¶v Ah-Im-i-s¸-Sp-Ibpw Ah-cpsS Øm]

-\-¯nÂ \n¶pw h³XpI hntZi Id³kn-bnÂ

e`n-¡p-¶-Xn-\mbn Hcp sNdnb XpI ssIamäw

sN¿p-hm³ D]-t`m-àm-hn-t\mSv Bh-iy-s¸-

Sp-Ibpw sN¿p-¶p.

•  km[m-c-W-bmbn Bh-iy-s¸-Sp¶ XpI hmKv

Zm\w sN¿p¶ k½m-\-¯nsâ/DÂ¸¶ hne-

bpsS hfsc sNdnb iX-am-\-am-b-Xn-\mÂ, Cc-IÄ X«n-¸p-Im-csâ sIWn-bnÂ

hogp-Ibpw ]Ww AS-bv¡p-Ibpw sNbvtX-¡mw.

ap³I-cp-XÂ
•  Ahn-iz-k-\o-b-amb C¯cw tem«dn/k½m-\-§Ä hmKvZm\w e`n-¡p-

t¼mÄ Pm{KX ]men-¡p-I, Bcpw kuP-\y-ambn ]Ww \ÂIn-Ã, {]tXy-
In¨pw h³Xp-I-IÄ.

•  tem«dn tImfp-IÄ/Cþ-sa-bn-ep-IÄ F¶n-h-bpsS adp-]-Sn-bmbn ]Ww ssI
amäw \S-¯p-Itbm kpc-£nX hnh-c-§Ä ]¦n-Sp-Itbm sN¿-cp-Xv.

•  dnkÀhv _m¦v s]mXp-P-\-§-fnÂ \n¶pw \nt£]w kzoI-cn-¡p-Itbm 
A¡u≠v Xpd-¡p-Itbm sN¿p-¶-X-Ã. A¯cw ktµ-i-§Ä hymP-am-Wv.

•  hyàn-]-c-am-btXm _m¦n-s\-¸-äntbm DÅ Hcp hnh-chpw dnkÀhv _m¦v 
s]mXp-P-\-§-tfmSv tNmZn-¡m-dn-Ã. dnkÀhv _m¦nsâ hymP-amb ap{Zbv¡pw 
ktµ-i-§Ä¡pw FXnsc Pm{KX ]men-¡p-I.

•  k½m-\-¯p-I, kÀ¡mÀ klmbw F¶nh hmKvZm\w sNbvXp-sIm-≠pÅ 
ktµ-i-§Ä, k½m-\-¯pI e`n-¡p-¶-Xn\v KYC ]pXp-¡p-hm³ Bh-iy-s¸-
«p-sIm≠v _m¦p-I-fnÂ \nt¶m aäp Øm-]-\-§-fnÂ \nt¶m e`n-¡p¶ 
ktµ-i-§Ä F¶n-h-tbmSp {]Xn-I-cn-¡-cp-Xv.
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13. Hm¬sse³ sXmgnÂ X«n¸v

{]hÀ¯-\-coXn

•  X«n-¸p-ImÀ hymP tPmen At\z-jW t]mÀ«-ep-IÄ krjvSn-¡p-I-bpw, DtZym-

KmÀ°n-IÄ cPn-ÌÀ sN¿p-¶-Xn\p th≠n Cu sh_vssk-äp-I-fnÂ _m¦v 

A¡u≠v/s{IUnäv ImÀUv/sU_näv ImÀUv F¶n-h-bpsS kpc-£nX hni-Zmw

-i-§Ä ]¦p-h-bv¡p-t¼mÄ A¡u≠v hnh-c-§Ä A]-l-cn-¡p-Ibpw sN¿p-¶p.

•  X«n-¸p-ImÀ {]ikvX I¼-\n-bpsS DtZym-K-Ø-cmbn kzbw Ah-X-cn-¸n-¡p-

Ibpw hymP A`n-ap-J-§Ä \S-¯nb tijw tPmen hmKvZm\w sN¿p-Ibpw 

sN¿p-¶p. tijw, em]vtSm-¸v, cPn-kvt{S-j³, \nÀ_-ÔnX ]cn-io-e\ ]cn-]mSn

apX-em-b-hbv¡v ]W-a-S-bv¡p-hm³ DtZym-KmÀ°n-Isf t{]cn-¸n-¡p-¶p. 

ap³I-cp-XÂ

•  hntZi Øm]-\-§-fp-tS-XpÄs¸-sS, GXp tPmen hmKvZm-\-hpw, kzoI-cn-

¡p-¶-Xn\v ap¼v Øm]-\-¯n-sâbpw AXnsâ {]Xn-\n-[n-bp-sSbpw hnem-

khpw aäp hnh-c-§fpw Ønco-I-cn-t¡-≠-Xm-Wv. 

•  tPmen hmKvZm\w sN¿p¶ Hcp bYmÀ° Øm]\w Hcn-¡epw ]Ww 

Bh-iy-s¸-Sn-sÃ¶v Ft¸mgpw HmÀ¡p-I.

•  AÚm-X-amb tPmen At\z-jW t]mÀ«-ep-I-fnÂ ]W-a-S-bv¡-cp-Xv.
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14. aWn ayqÄkv (\nb-a-hn-cp-²-am-bn BÀ-Pn-¨ ]-Ww ssI-

am-äw sN-¿p-¶hÀ) (Money mules)
{]hÀ¯-\-coXn

•  X«n-¸p-Im-cpsS ssIh-i-apÅ tamjvSn¨/\nb-a-hn-cp-²-ambn t\Snb ]Ww Ah-

cpsS he-bnÂ IpSp-§p¶ \nc-]-cm-[n-I-fmb Cc-I-fpsS _m¦v A¡u-≠p-I-fnÂ

IqSn shfp-¸n-¡p-¶p. Cu \nc-]-cm-[n-Isf hnti-jn-¸n-¡p¶ ]Z-amWv aWn 

ayqÄkv.

•  Cþ-sa-bnÂ, kmaqly am[y-a-§Ä F¶n-h-bnÂ IqSn X«n-¸p-ImÀ CS-]m-Sp-Imsc 

_Ô-s¸-Sp-Ibpw BIÀj-Wo-b-amb {]Xn-^-e-¯n\v ]I-c-ambn Ah-cpsS 

A¡u-≠nÂ X«n-¸p-Im-cpsS ]Ww \nt£-]n-¡p-hm\v Bh-iy-s¸-Sp-Ibpw

sN¿p-¶p.

•  AXn\p tijw, B ]Ww asämcp \nc-]-cm-[n-bpsS A¡u-≠n-te¡p amäp-hm³

Bh-iy-s¸-Sp-Ibpw AhnsS \n¶pw ]e A¡u-≠n-te¡pw Ah-km\w X«n-¸p-

Im-csâ A¡u-≠n-te¡v F¯p-Ibpw sN¿p-¶p.

•  aäp Nne-t¸mÄ, ]Ww ]n³h-en¨v asäm-cmÄ¡v \ÂIm³ X«n-¸p-Im-c³ Bh-iy-

s¸-Sp-¶p.

•  Ft¸m-sg-¦nepw CXv dnt¸mÀ«v sN¿-s¸-«mÂ, aWn ayqÄ t]meokv At\z-j-W

-¯n\v ]m{X-ambn amdp-¶p.

ap³I-cp-XÂ
•  {]Xn-^-e-¯n\v th≠n \n§-fpsS A¡u-≠nÂ IqSn ]Ww \nt£-]n-¡p-

hmt\m ssIamäw sN¿p-hmt\m aäm-scbpw A\p-h-Zn-¡-cp-Xv.

• _m¦v A¡u≠v hni-Zmw-i-§Ä Bh-iy-s¸-«p-sIm≠v hcp¶ Cþ-sa-bn-ep-
I-tfmSpw {]Xn-I-cn-¡-cp-Xv.

•  BIÀj-I-amb hmKvZm-\-§Ä/{]Xn-^ew F¶n-h-bnÂ {]tem-`n-X-cm-I-
cp-Xv. A\-[n-Ir-X-amb ]Ww kzoI-cn¨v aäp-Å-hÀ¡v ssIamäw sN¿p-hmt\m
 ]Ww ]n³h-en¨v aäp-Å-hÀ¡v \ÂIp-hmt\m k½-Xn-¡-cp-Xv.

• ]W-¯nsâ Dd-hnSw hymP-am-sW-¦nÂ/Bkv]-Z-amb CS-]m-Snsâ {]amWw 
A[n-Im-cn-IÄ¡v ap³]nÂ t_m[y-s¸-Sp-¯p-hm³ Ign-ªn-«n-sÃ-¦nÂ ]Ww 
kzoI-cn¨ hyàn t]meo-kn-sâbpw \nba \nÀÆ-lW GP³kn-I-fp-sSbpw 
]¡Â \n¶pw Kuc-h-amb {]iv\-§Ä t\cn-tS≠n hcpw.
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`mKw þ c≠v

h©-\m-]-c-amb km¼-¯nI CS-]m-Sp-I-fpsS 

{]hÀ¯-\-co-Xn-Ifpw Ah-bvs¡-Xnsc 

kzoI-cn-t¡≠ ap³I-cp-X-ep-Ifpw þ 

_m¦n-Xc [\-Imcy Øm]-\-§Ä
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hmbv] hmKvZm\w sN¿p¶ hymP ]c-ky-§Ä

{]hÀ¯-\-coXn 
•  X«n-¸p-ImÀ hfsc BIÀj-I-am-b, Ipdª ]eni \nc-¡n-ep-Å-tXm, Ffp-¸-

¯n-epÅ Xncn-¨-Shv kuI-cy-ap-ÅtXm, CuSv/Pmayw \ÂtI-≠m-¯tXm 

Bb hyàn-KX hmbv]m hmKvZm-\-§-fpsS  hymP ]c-ky-§Ä {]kn-²o-I-

cn-¡p-¶p.

•  X«n-¸p-ImÀ, Cu hmKvZm-\-§Ä Cþ-sa-bnÂ hgn Ab-¨p-sIm-Sp-¡p-Ibpw D]

t`m-àm-¡-tfm-Sv _-Ô-s¸-Sp-hm³ B-h-iy-s¸-Sp-Ibpw sN-¿p¶p. D]-t`m-

àm-¡-fpsS hnizm-kyX t\Sp-¶-Xn\pw Bß-hn-izmkw hfÀ¯p-¶-Xn-\pw, 

Cu Cþ-sa-bnÂ sFUn-IÄ {]kn²/bYmÀ° _m¦n-Xc [\-Imcy Øm]-\-

§-fnse apXnÀ¶ DtZym-K-Ø-cpsS Cþ-sa-bnÂ sFUn-I-sf¶p tXm¶n-¸n-

¡p¶ hn[-am-bn-cn-¡pw.

•  hmbv]-IÄ¡mbn D]-t`m-àm-¡Ä X«n-¸p-Imsc kao-]n-¡p-t¼mÄ, X«n-¸p-ImÀ 

t{]mk-knwKv ^okv, Pn Fkv Sn, CâÀknän NmÀPv, AUzm³kv C Fw C

XpS-§n-bh CuSm¡n hmbv]-IÄ \ÂImsX IS-¶p-I-f-bp-¶p.

•  hmbv]-IÄ apX-em-bh Is≠-¯p-hm³ Bfp-IÄ Xnc-bp¶ skÀ¨v F©n-\p

-I-fnÂ ImWp¶ coXn-bnÂ X«n-¸p-ImÀ hymP sh_vsskäv en¦p-Ifpw 

krjvSn-¡p-¶p.

ap³I-cp-XÂ

• _m¦p-IÄ/_m¦n-Xc [\-Imcy Øm]-\-§Ä F¶n-h, t{]mk-knwKv 

^okv hmbv] XpI-bnÂ \n¶v Ipd-bv¡pw. Hcn-¡Â ap³IqÀ ̂ okv Bh-iy-

s¸-Sp-I-bn-Ã. 

•  Hcn-¡epw ap³Iq-dmbn t{]mk-knwKv ^o \ÂI-cp-Xv. ImcWw hmbv] 

At]-£-bpsS t{]mk-knwKn\v ap¼v F³ _n F^v knIÄ/_m¦p-IÄ 

F¶nh Hcn-¡epw ^okv tNmZn-¡n-Ã.

•  bYmÀ° t{kmX-Êp-I-fn-eqsS hni-Zmw-i-§Ä ]cn-tim-[n-¡msX Ipdª 

]en-ibv¡v hmbv] \ÂIp¶p F¶v Ah-Im-i-s¸-Sp-¶-hÀ¡v ]Ww \ÂIp-

Itbm kpc-£nX hyàn-KX hnh-c-§Ä \ÂIp-Itbm sN¿-cp-Xv.
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ap³I-cp-XÂ

•  kz´w sSen-t^m-Wp-IÄ/Cþ-sa-bn-ep-IÄ apX-em-b-h-bn-eqsS hmbv]m 

hmKvZm-\-§Ä \ÂIp-¶Xv Hcn-¡epw hniz-kn-¡-cp-Xv.

•  A¯cw hmKvZm-\-§Ä hniz-kn¨v Hcn-¡epw ]W-a-S-bv¡-cpXv AsÃ-¦nÂ 

aäv Dd-hn-S-§-fn-eqsS bYmÀ°-amtWm F¶v ]cn-tim-[n-¡msX Ah-cp-

ambn hyàn-KX/km¼-¯nI hnh-c-§Ä ]¦n-S-cp-Xv.

•  Fkv Fw Fkv/Cþ-sa-bn-ep-IÄ hgn Ab¨ en¦p-I-fnÂ ¢n¡v sN¿-cpXv 

AsÃ-¦nÂ hnfw_c Fkv Fw Fkv/Cþ-sa-bn-ep-IÄ¡v adp-]Sn \ÂI-cp-Xv

•  kwi-bm-kv]-Z-amb A\p-_Ôw (Att achment) AsÃ-¦nÂ ^njnwKv en¦p

IÄ AS-§nb ]cn-Nn-X-a-Ãm¯ Dd-hn-S-§-fnÂ \n¶pÅ Cþ-sa-bn-ep-IÄ 

Hcn-¡epw Xpd-¡-cpXv/{]Xn-I-cn-¡-cp-Xv.

2 Fkv Fw Fkv/Cþ-sa-bnÂ/ C³Ìâ v satÊ-PnwKv 

(Instant Messaging) /tImÄ X«n¸v 
{]hÀ¯-\-coXn 
•  BIÀj-I-amb hmbv]-I-fpsS e`yX kw_-Ôn¨v X«n-¸p-ImÀ C³Ìâ v saÊ-

©À/Fkv Fw Fkv/kmaqly am[y-a-§Ä F¶n-h-bn-eqsS hymP ktµ-i-
§Ä {]N-cn-¸n-¡p-I-bpw, hnizm-ky-X-bp-≠m-¡m³ AhÀ ]¦n« samss_Â 
\¼-dnÂ Adn-b-s¸-Sp¶ GsX-¦nepw F³ _n F^v knbpsS temtKm 
s{]mss^Â Nn{X-ambn D]-tbm-Kn-¡p-Ibpw sN¿p-¶p.

•  X«n-¸p-ImÀ Ah-cpsS B[mÀ ImÀUpw ]m³ ImÀUpw hymP F³ _n F^v kn 
sFUn ImÀUpw ]¦n-t«-¡mw. 

•  hmbv] tXSp-¶-hÀ¡v A¯cw ktµ-i-§Ä/Fkv Fw Fkv/Cþ-sa-bnÂ Ab-
¨-Xn-\p-ti-jw, X«n-¸p-ImÀ {Ia-c-ln-X-ambn Bfp-Isf hnfn-¡p-Ibpw hymP
A\p-aXn I¯p-IÄ, hymP sN¡p-I-fpsS ]IÀ¸p-IÄ XpS-§n-bh ]¦n-Sp-
I-bpw, hnhn[ sNe-hp-IÄ¡mbn ]Ww AS-bv¡p-hm³ Bh-iy-s¸-Sp-Ibpw 
sN¿p-¶p. Cc-IÄ, Hcn-¡Â Cu ]Ww AS-¨p-I-gn-ªmÂ, X«n-¸p-ImÀ ]W-hp-
ambn A{]-Xy-£-am-Ip-¶p.
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3. H Sn ]n ASn-Øm-\-¯n-epÅ X«n¸v

{]hÀ¯-\-coXn 
•  D]-t`m-àm-¡Ä¡v, F³ _n F^v knI-fnÂ \ns¶¶ hymtP-\, X«n-¸p-Im-

cnÂ \n¶v hmbv] hmKvZm\w sN¿p-¶tXm hmbv]m ]cn[n DbÀ¯p-¶tXm 

Bbn Fkv Fw Fkv/ktµ-i-§Ä In«p-Ibpw X«n-¸p-Im-csâ samss_Â 

\¼-dnÂ _Ô-s¸-Sm³ Bh-iy-s¸-Sp-Ibpw sN¿p-¶p.

•  D]-t`m-àm-¡Ä Cu \¼-dnÂ hnfn-¡p-t¼mÄ, X«n-¸p-ImÀ km¼-¯nI hni-

Zmw-i-§Ä AS-§nb GXm\pw t^map-IÄ (Hm¬sse-\nÂ t]mepw) ]qcn-¸n-

¡p-hm³ Bh-iy-s¸-Sp-¶p. AhÀ H Sn ]n AsÃ-¦nÂ PIN hni-Zmw-i-§Ä ]¦n-

Sm³ t{]cn-¸n-¡p-Ibpw/t_m[y-s¸-Sp-¯p-Ibpw sN¿p-¶p. AXp-]-tbm-Kn¨v 

D]-t`m-àm-hnsâ A¡u-≠nÂ \n¶pw A\-[n-Ir-X-ambn ]Ww ssIamäw 

sN¿p-¶p.

ap³I-cp-XÂ

•  H Sn ]n/]n³/hyàn-KX hnh-c-§Ä apX-em-bh Hcn-¡epw Hcp cq]-¯n-epw,

\n§-fpsS kplr¯pw IpSpw-_mw-K-§fpw DÄs¸-sS, Bcp-ambpw ]¦n-S-

cp-Xv.

• \n§-fpsS Adn-hn-ÃmsX H Sn ]n krjvSn-¡-s¸-Sp-¶n-sÃ¶v Dd-¸p-h-cp-¯p-

hm³ ]Xn-hmbn Fkv Fw Fkv/Cþ-sa-bn-ep-IÄ ]cn-tim-[n-¡p-I.

•  tkh-\-§-sf-¡p-dn-¨pÅ hnh-c-§Ä¡pw hni-Zo-I-c-W-§Ä¡pw _m¦v, 

F³ _n F^v kn, Cþ-hm-eäv ZmXmhv F¶n-h-cpsS HutZym-KnI sh_vsskäv

kµÀin-¡p-Itbm imJsb t\cn«v _Ô-s¸-Sp-Itbm sNt¿-≠-Xm-Wv. 
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ap³I-cp-XÂ

•  kwi-bm-kv]-Z-amb hmbv]m A¸v apX-em-b-h-bnÂ \n¶v hmbv] FSp-¡p-¶
-Xn\v ap¼v C\n-¸-d-bp¶ Imcy-§Ä ]cn-tim-[n-¡p-I.

•  hmbv] \ÂIp-¶-bmÄ kÀ¡mÀ/AwKo-IrX GP³kn-I-fnÂ cPn-ÌÀ 
sNbvXn-«pt≠m F¶v ]cn-tim-[n-¡p-I.

•  ISw sImSp-¡p-¶-bmÄ Hcp {]Xy-£-amb hnem-ktam _Ô-s¸-Sp-¶-Xn-
\pÅ hnh-ctam \ÂIn-bn-«pt≠m F¶v ]cn-tim-[n-¡pI; AÃm-¯-]£w 
]n¶oSv Ahsc _Ô-s¸-Sp-hm³ _p²n-ap-«m-tb-¡mw.

•  s{IUnäv kvtImdp-IÄ ]cn-tim-[n-¡p-¶-Xn-\p-]-Icw hyàn-KX hni-Zmw-
i-§Ä Adn-bm³ ISw sImSp-¡p-¶-bmÄ IqSp-XÂ XmÂ¸cyw ImWn-¡p-
s¶-¦nÂ Pm{KX ]men-¡p-I.

•  tem¬ At]£ ssIImcyw sN¿p-¶-Xn\v ap¼v GsX-¦nepw {]i-kvX-amb
F³ _n F^v kn/_m¦v ]W-a-S-bv¡m³ Bh-iy-s¸-Sn-sÃ¶v HmÀ¡p-I.

•  tcJ-IÄ ]cn-tim-[n-¡msX bYmÀ° hmbv]m ZmXm-¡Ä Hcn-¡epw ]Ww
hmKvZm\w sN¿p-I-bn-Ã.

•  Cu F³ _n F^v knþ ]n´p-W-bpÅ hmbv]m B¸p-IÄ bYmÀ°-am-
tWm-sb¶v ]cn-tim-[n-¡p-I.

4. hmbv]-Isf kw_-Ôn¨ hymP sh_vsskäp-IÄ

/B¹n-t¡-j³ (Applica� on)aptJ-\-bpÅ X«n-¸p-IÄ 

{]hÀ¯-\-coXn 
•  XÂ£-W, {lkz-Ime hmbv] hmKvZm\w sN¿p¶ \nc-h[n Ass\-Xn-I-amb 

hmbv]m B¸p-IÄ D≠v. Cu B¸p-IÄ hmbv]-sb-Sp-¡p-¶-hsc I_-fn-¸n-¡p-

Ibpw KWy-amb DbÀ¶ ]eni CuSm-¡p-Ibpw sN¿pw.

•  Ffp¸w I_-fn-¸n-¡m-hp¶ D]-t`m-àm-¡sf BIÀjn-¡p-hm³, X«n-¸p-ImÀ 

"]cn-anX Ime-b-f-hnse hmKvZm-\-§Ä' F¶v ]ckyw sN¿p-Ibpw k½À± 

X{´-§Ä D]-tbm-Kn¨v ASn-b-´nc Xocp-am-\-§Ä FSp-¡p-hm³ At]-£-I-

tcmSv Bh-iy-s¸-Sp-Ibpw sN¿p-¶p.
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5. aWn kÀ¡p-te-j³/t]m³kn/aÄ«n sehÂ 

amÀ¡-änwKv (MLM) ]²-Xn-I-fpsS t]cn-epÅ X«n-¸p-IÄ

{]hÀ¯-\-coXn 
• Fw FÂ Fw/sNbn³ amÀ¡-änwKv/]nc-anUv LS\ ]²-Xn-IÄ AwK-ambn 

tNcp-t¼mÄ/AwK-§sf tNÀ¡p-t¼mÄ, Ffp-¸-¯nÂ AsÃ-¦nÂ DS³ ]Ww
hmKvZm\w sN¿p-¶p.

• Cu ]²-Xn-IÄ DbÀ¶ hcp-am\w Dd-̧ p-\ÂIpI am{X-a-Ã, hyàn-I-fpsS Bß-hn-
izmkw t\Sp-hm\pw hm¡m-epÅ {]Nm-c-W-¯n-eqsS IqSp-XÂ \nt£-]-Isc
BIÀjn-¡p-hm-\pw, hmKvZm\w sNbvX-Xp-t]mse BZyw Ipd¨v Xh-W-IÄ 
\ÂIp-Ibpw sN¿pw.

• Cu ]²Xn IqSp-XÂ AwK-§sf I®n-bnÂ/kwL-
¯nÂ tNÀ¡p-¶-Xn\v t{]mÕm-ln-¸n-¡p-¶p. 
AXn-\mbn DÂ¸-\-§-fpsS hnÂ¸-\-bnÂ \n¶pÅ 
{]Xn-^-e-¯n\p ]Icw, AwK-§sf I®n-bnÂ 
tNÀ¡p-¶-hÀ¡v {]Xn-^ew \ÂIp-¶p. 

•  Cu amXrI Imc-Ww, Ipd¨v ka-b-¯n\v tijw 
]²-Xn-bnÂ ]pXn-b-Xmbn tNcp¶ Bfp-I-fpsS 
F®w Ipd-bm³ XpS-§p-t¼mÄ ]²Xn Ak-´p-en-
X-am-Ip-¶p. AXn-\p-ti-jw, X«n-¸p-ImÀ ]²Xn Ah-km-\n-¸n-¡p-Ibpw \nt£-
]-I-cpsS ]W-hp-ambn A{]-Xy-£-am-hp-Ibpw sN¿p-¶p.

ap³I-cp-XÂ
• t]m³kn/Fw FÂ Fw ]²-Xn-I-fnÂ \nt£]w \S-¯p-t¼mÄ hcp-am\w (Returns) 

A]-I-S-km-[y-X-IÄ¡v (Risks) B\p-]m-Xn-I-am-Wv. DbÀ¶ hcp-am-\-¯n\v A]-I-S-

km-[yX IqSp-X-em-Wv.

• AXn-\mÂ, GsX-¦nepw ]²Xn Akm-[m-c-W-ambn (Hmtcm hÀjhpw 40þ50 iX-am\w

hsc) DbÀ¶ hcp-am\w hmKvZm\w sN¿p-¶p-s≠-¦nÂ, AXv D≠m-Ip-hm³ km²y-

X-bpÅ X«n-¸nsâ  BZy kqN-\-bm-Wv. AXn-\mÂ Pm{KX ]peÀ¯-Ww.

• km[-\-§-fpsS/tkh-\-¯nsâ bYmÀ° hnÂ¸-\-bn-ÃmsX GsX-¦nepw ]W-a-b-bv

¡Â/{]Xn-^ew/ I½o-j³/t_mWkv/em`-¯nsâ iX-am\w \ÂIp¶ ]²-Xn-IÄ 

kwi-bm-kv]-Z-am-sW¶pw h©-\-bn-te¡v \bn-t¨-¡m-sa¶pw Ft¸mgpw {i²n-¡p-I.

• aÄ«n sehÂ amÀ¡-änwKv/sNbn³ amÀ¡-änwKv/]nc-anUv kv{SIv¨-dp-IÄ/]²-Xn-IÄ 

\S-¯p¶ Øm]-\-§Ä hmKvZm\w sN¿p¶ DbÀ¶ hcp-am\¯nÂ {]tem-`n-X-cm-

h-cp-Xv.

• aWn kÀ¡p-te-j³/aÄ«n sehÂ amÀ¡-änwKv/]nc-anUv kv{SIv¨-dp-IÄ¡v IognÂ ]

Ww kzoI-cn-¡p-¶Xv 1978 se ss{]kv Nnäv B³Uv aWn kÀ¡p-te-j³ (\n-tcm-[-\w)

\nbaw A\p-k-cn¨v {]Xy-£-amb Ipä-am-Wv. 

• A¯cw hmKvZm-\-§Ä {i²-bnÂ s]«mÂ DS³ Xs¶ kwØm\ t]meo-knÂ ]cmXn

\ÂI-Ww.
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6. hymP tcJ-IÄ D]-tbm-Kn-¨pÅ hmbv]m X«n-¸p-IÄ

{]hÀ¯-\-coXn 

•  X«n-¸p-ImÀ, km¼-¯nI Øm]-\-§-fnÂ \n¶v tkh-\-§Ä e`n-¡p-¶-Xn\v 

hymP tcJ-IÄ D]-tbm-Kn-¡p-¶p.

•  X«n-¸p-ImÀ, D]-t`m-àm-hnsâ sFUânän ImÀUv, _m¦v A¡u≠v hnh-c-§Ä 

apX-emb kzImcy hnh-c-§Ä tamjvSn-¡p-¶p. Cu hnh-c-§fpw hyàn-KX

hnh-c-§fpw D]-tbm-K-s¸-Sp¯n km¼-¯nI Øm]-\-§-fnÂ \n¶pw B\p-Iq-

ey-§Ä ssI¸-äp-¶p.

•  X«n¸p-ImÀ, F³ _n F^v kn Poh-\-¡m-c³ F¶ hymtP\ D]-t`m-àm-hnsâ

KYC A\p-_Ô tcJ-IÄ ssI¡-em-¡p-¶p.

ap³I-cp-XÂ

•  GsXmcp Øm]-\-¯nÂ \n¶pw hmbv]bv¡v A\p-aXn/hmbv]m kuI-cy-

§Ä e`y-am-¡p-hm³ D]-t`m-àm-¡Ä KYC bpw NACH t^mw DÄs¸-sS-bpÅ 

aäv hyàn-KX tcJ-Ifpw \ÂIp-t¼mÄ XnIª Pm{K-Xbpw {i²bpw ]men-

t¡-≠-Xm-Wv.

•  A¯cw tcJ-IÄ Øm]-\-¯nsâ AwKo-IrX hyàn-I-fp-amtbm Øm]-\-

§-fpsS AwKo-IrX Cþ-sa-bnÂ sFUn-I-fp-amtbm am{Xta ]¦n-Sm-hq.

• IqSm-sX, hmbv] A\p-h-Zn-¡m¯ Ah-k-c-¯nepw hmbv] Ah-km-\n-

¸n-¡p¶ ka-b¯pw D]-t`m-àmhv Øm]-\-§Ä¡v \ÂInb tcJ-IÄ 

\o¡w sN¿p-hm³ Bh-iy-s¸-tS-≠-Xm-Wv.
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`mKw þ aq¶v

km¼-¯nI CS-]m-Sp-IÄ¡mbn kzoI-cn-t¡≠ 

s]mXp-hmb ap³I-cp-X-ep-IÄ
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s]mXp-hmb ap³I-cp-X-ep-IÄ
• \n§-fpsS CâÀs\äv D]-tbm-Kn-¡p¶ ka-b¯v (browsing session) {]Xy-£-

s¸-Sp¶ kwi-bm-kv]-Z-amb t]m¸v-þ-A¸v (Pop-up) IÄs¡-Xnsc Pm{K-X-]m-en

¡pI.

•  Hm¬-sse³ ]W-an-S-]m-Sp-IÄ \S-¯p-¶-Xn\v ap¼v FÃm-bvt¸mgpw kpc-£n-

X-amb t]bvsaâ v tKävth (htt ps:// Xmgnsâ (padlock) NnÓ-apÅ URL) ]cn-tim-

[n-¡pI.

• \n§-fpsS ]n³ (hy-àn-KX Xncn-¨-dn-bÂ \¼À) ]mkvthUv, s{IUnäv AsÃ-

¦nÂ sU_näv ImÀUv \¼À, kn hn hn F¶o kzImcy km¼-¯nI hnh-c-

§Ä _m¦v, km¼-¯nI Øm]-\-§Ä, Iq«p-

ImÀ, IpSpw-_mw-K-§Ä F¶n-h-cp-ambn ]¦p-

h-bv¡m-Xn-cn-¡p-I.

• sh_vssk-äp-IÄ/D]-I-c-W-§Ä/s]mXp 

em]vtSm v̧/sUkvIvtSm-̧ p-IÄ F¶n-h-bnÂ 

ImÀUv hni-Zmw-i-§Ä kq£n-¡p-¶Xv Hgn-

hm-¡p-I.

• kuIcyw e`y-am-Ip-¶n-S-¯v, ZznL-SI km[q-

I-c-Ww (two-factor authenti cati on) {]hÀ¯-\-

£-a-am-¡pI.

• kwi-bm-kv]-Z-amb A\p-_Ôw (Att achment) 
AsÃ-¦nÂ ̂ njnwKv en¦p-IÄ D≠m-tb¡mw F¶-Xn-\mÂ AÚm-X-amb/]

cn-Nn-X-a-Ãm¯ Dd-hn-S-§-fnÂ \n¶pÅ Cþ-sa-bn-ep-IÄ Hcn-¡epw Xpd-¡-cp-Xv.

•  sN¡v_p-¡v, KYC tcJ-I-fpsS ]IÀ¸p-IÄ A]-cn-Nn-X-cp-ambn ]¦n-S-cp-Xv.

D]-I-cWw/I¼yq-«À kpc-£-bv¡mbn

•  IrXy-amb CS-th-f-I-fnÂ ]mkvthUp-IÄ amäp-I.

• D]-I-c-W-¯nÂ Bân sshdkv C³

ÌmÄ sN¿p-I, e`y-am-Ip-t¼m-sgÃmw A]v

tU-äp-IÄ C³ÌmÄ sN¿p-I.

•  D]-tbm-Kn-¡p-¶-Xn\v ap¼v, FÃm-bvt¸mgpw 

AÚmX USB ss{Uhp-IÄ/D]-I-c-W§Ä 

kvIm³ sN¿p-I.

• \n§-fpsS D]-I-cWw tem¡v sN¿msX

amän hbv¡-cp-Xv.

•  D]-I-c-W-¯nsâ Hmt«m tem¡v \nÀ±njvS

ka-b-t¯¡v {Iao-I-cn-¡p-I.

• \n§-fpsS t^mWnÂ/em]vtSm-¸nÂ ]cn-Nn

-X-a-Ãm¯ B¹n-t¡-j-\p-Itfm tkm^väv

shbtdm C³ÌmÄ sN¿-cp-Xv.

• ]mkvthUp-Itfm clky hnh-c-§tfm D]-I-c-W-§-fnÂ kq£n-¡-cp-Xv.
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kpc-£nX CâÀs\äv {_uknw-Kn-\mbn

•  kpc-£n-X-a-Ãm¯ sh_vsskäp-IÄ kµÀin-¡p-¶Xv Hgn-hm-¡p-I.

• AÚm-X-amb/]cn-Nn-X-a-Ãm¯ {_uk-dp-IÄ D]-tbm-Kn-¡p-¶Xv Hgn-hm-

¡p-I.

• s]mXp D]-I-c-W-§-fnÂ ]mkvthUp-IÄ kq£n-¡p-¶tXm/D]-tbm-Kn-¡p-

¶tXm Hgn-hm-¡p-I.

• ]cn-N-b-an-Ãm¯ sh_vssk-äp-I-fnÂ kpc-£n-X-amb hyàn-KX hnh-c-§Ä 

\ÂIp-¶Xv Hgn-hm-¡p-I.

•  Bcp-ambpw kzImcy hnh-c-§Ä ]¦n-S-cp-Xv, {]tXy-In¨pw kaql am²y-a-§-

fnse AÚm-X-cmb hyàn-I-fp-am-bn.

•  Hcp Cþ-sa-bnÂ AsÃ-¦nÂ Fkv Fw Fkv en¦v ]p\-t{]-jWw (redirect) sN¿-

s¸-«mÂ, t]Pnsâ kpc£ (htt ps:// Xmgnsâ NnÓ-apÅ URL) Ft¸mgpw ]cn-tim-

[n-¡p-I.

kpc-£nX CâÀs\äv _m¦n-§n-\mbn
•  s]mXp D]-I-c-W-§-fnÂ FÃm-bvt¸mgpw shÀNzÂ Iot_mÀUv (virtual 

keyboard) D]-tbm-Kn-¡p-I, ImcWw \n§Ä ssS¸v sN¿p¶ Imcy-§Ä hn«p-

hogvN sN¿-s¸« D]-I-c-W-§Ä, Iot_mÀUv apX-em-b-h-bn-eq-sSbpw ]nSn-s¨-

Sp-¡p-hm³ Ign-bpw. 

•  D]-tbmKw Ign-ª-bp-Ss\ CâÀs\äv _m¦nwKv skj-\nÂ \n¶v ]pd-¯p-I-

S-¡p-I (Logout).
• \nÝnX Ime-b-f-hnÂ ]mkvthUp-IÄ amäp-I.

•  Cþ-sa-bnÂ, CâÀs\äv _m¦nwKv F¶n-h-bv¡mbn Htc ]mkvthUp-IÄ D]-

tbm-Kn-¡-cp-Xv.

•  km¼-¯nI CS-]m-Sp-IÄ¡mbn s]mXp D]-I-c-W-§Ä (ssk-_À Is^ apX-

em-b-h) D]-tbm-Kn-¡p-¶Xv Hgn-hm-¡p-I.
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t^m¬, X«n-¸p-Im-cpsS \nco-£-W-¯nemWv 
F¶v kqNn-¸n-¡p¶ LS-I-§Ä

•  A]-cn-Nn-X-amb B¸p-IÄ t^mWnÂ Uu¬temUv sN¿-s¸-«n-cn-¡p-¶p.

• _mä-dn-bpsS NmÀPv km[m-c-W-bnÂ \n¶pw thK-¯nÂ Ipd-bp-¶p.

•  t^m¬ NqSm-Ip-¶Xv t^mWnse hnh-c-§Ä tNmÀ¯p-¶-Xn-\mbn ]Ým-¯-
e-¯nÂ kvss] shbÀ {]hÀ¯n-¡p-¶Xv sIm≠m-Imw.

•  t^m-Wn-se Um-ä D-]-tbm-Kw {I-am-Xo-X-am-bn hÀ-[n-¡p-¶Xpw ]-Ým--¯-e
¯n-Â kv-ss]-sh-bÀ {]-hÀ-¯n-¡p¶-Xv sIm≠m-Imw.

•  kvss] shbÀ B¸p-IÄ t^mWnsâ j«v Uu¬ {]{In-bsb _m[n-t¨-¡mw.
Nne-t¸mÄ t^m¬ IrXy-ambn j«v Uu¬ BIp-¶nÃ AsÃ-¦nÂ ]Xn-hnÂ 
Ihnª kabw FSpt¯¡mw.

•  kvss] shb-dn\pw amÂshb-dn\pw hnh-c-§Ä Ab-bv¡m\pw kzoI-cn-¡m\pw
sSIvÌv satÊPv D]-tbm-Kn-¡m³ Ign-bp-sa¶pw a\-Ên-em-¡p-I.

Hcp X«n¸v \S-¶mÂ kzoI-cn-t¡≠ \S-]-Sn-IÄ

•  sU_näv ImÀUv/s{IUnäv ImÀUv t»m¡v sN¿pI am{X-a-Ã, _m¦nsâ sh_v
ssk-änÂ e`y-amb IÌ-aÀ sIbÀ \¼-dnÂ hnfn-¡p-Itbm imJ kµÀin-¡p-
Itbm sNbvXv, ImÀUp-ambn en¦v sNbvXn-cn-¡p¶ _m¦v A¡u≠v ac-hn-
¸n-t¡-≠-Xm-Wv. X«n¸v \S-¶-Xn\p tijw sU_näv/s{IUnäv  ImÀUp-IÄ 
t»m¡v sNbvXm-epw- \n-c-´-c-amb X«n-¸nÂ \n¶pw c£ t\Sp-¶-Xn-\mbn 
aäp _m¦nMv Nm\-ep-I-fmb s\äv _m¦n-Mv, samss_Â _m¦nMv XpS-§n-bh 
]cn-tim-[n-¡p-Ibpw Ah-bpsS kpc-£n-XXzw Dd-¸p-h-cp-¯p-Ibpw thWw.

•  slÂ]v sse³ \¼À 155260 Â hnfn-¡p-Itbm \mj-WÂ ssk_À ss{Iw 

dnt¸mÀ«nMv t]mÀ«-enÂ (www.cybercrime.gov.in) hnhcw Adn-bn-¡p-Itbm 
thWw.

•  samss_Â doskäv sN¿pI: samss_Â t^mWnÂ \n¶pw hnh-c-§Ä 
tNmÀ¶Xv sIm≠mWv X«n¸v \S-¶-sX-¦nÂ samss_Â doskäv sN¿p-I 

(sk-än-Mv-þdo skäv-þ-^m-IvSdn tUä) (se�  ng resetþfactory data).

sU_näv/s{IUnäv ImÀUp-I-fp-ambn _Ô-s¸« ap³I-cp-XÂ

•  XÂ¡m-e-t¯¡v \n§Ä s{IUnäv/sU_näv ImÀUp-IÄ D]-tbm-Kn-¡p-¶n-
sÃ-¦nÂ Ah-bpsS ]e {]hÀ¯-\-§-fpw, DZm-l-c-W-¯n-\v, {]mtZ-in-Ihpw 
A´m-cm-jv{S-hp-amb Hm¬sse³ CS-]m-Sp-IÄ \njv{Inbamt¡-≠Xpw 
ImÀUv D]-tbm-Kn-t¡≠t¸mÄ am{Xw Ah {]tbm-K-£-a-am-t¡-≠-Xp-am-Wv.

•  AXp-t]mse Xs¶, ImÀUv D]-tbm-Kn-¡p-¶n-sÃ-¦nÂ kao] ̂ oÂUv Bib 

hn\n-abw (near fi eld communicati on-NFC) \njv-{In-b-am-t¡-≠ -≠ -XmWv.

•  I¨-hS Øm]-\-¯nse hnÂ¸\ t]mbnâ v (POS) sskäntem AYhm NFC 
doUÀ D]-tbm-Kn-¡p-t¼mtgm ]n³ \ÂIp-¶-Xn\p ap³]v kv{Io\nÂ/doU-
dnÂ ImWp¶ XpI IrXy-ambn ]cn-tim-[n-t¡-≠-XmWv.
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Cþ-sa-bnÂ A¡u≠v kpc-£-bv¡mbn

•  AÚm-X-amb/]cn-Nn -X-a-Ãm¯ 

h nem -k -§ -f nÂ/t]c p -I - f nÂ 

\n¶pÅ Cþ-sa-bn-ep-I-fnÂ ¢n¡v 

sN¿-cp-Xv.

•  s]mXphmb AsÃ-¦nÂ kuP\y 

s\ävhÀ¡p-I-fnÂ Cþ-sa-bn-ep-IÄ 

D]-tbm-Kn-¡p-¶Xv Hgn-hm-¡p-I.

•  kpc-£nX hyàn-KX hnh-c-§Ä/

_m¦v]mkvthUp-IÄ apX-em-bh 

Cþ-sa-bn-ep-I-fnÂ kq£n-¡-cp-Xv.

]mkvthUv kpc-£-bv¡mbn
• \n§-fpsS ]mkvthUnÂ A¡-§Ä, A£-c-§Ä, (BÂ^m-\yq-sa-dn-Iv), {]

tXyI {]Xo-I-§Ä (special characters) F¶nh tNÀ¯v D]tbmKn-¡p-I.

• kuIcyw e`y-am-sW-¦nÂ \n§-fpsS FÃm A¡u-≠p-IÄ¡pw ZznL-SI 

km[q-I-cWw (two factor authenti cati on) \ne-\nÀ¯p-I.

• \nÝnX Ime-b-f-hnÂ ]mkvthUp-IÄ amäp-I.

• \n§-fpsS P·-Zn\w, PohnX ]¦m-fn-bpsS t]cv, hml-\-¯nsâ \¼À apX-

em-bh ]mkvthUv Bbn D]-tbm-Kn-¡-cp-Xv.

•  CS-]mSv \S-¯p-t¼mÄ sajo-\nÂ sskz]v sN¿p-¶-Xn-\mbn hym]m-cn-bpsS 
ssIhiw ImÀ-Uv sIm-Sp-¡p-t¼mÄ \ap¡v ImWm³ Ign-bm¯ Øe-t¯¡v  
sImSp-¯p-hn-S-cp-Xv. 

• hym]mcØm]-\-§-fnÂ/ATM Â PIN tcJ-s¸-Sp-¯p-t¼mÄ Io]mUv ssI 
sIm≠v ad-bv¡p-I.
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Hcp F³ _n F^v kn \nt£]w kzoI-cn-¡p-¶Xv bYmÀ°-

amtWm AÃtbm F¶v \n§Ä¡v F§s\ Adnbmw?

• \nt£-]-§Ä kzoI-cn-¡p-¶-Xn\v AÀl-X-bpÅ F³ _n F^v knIfpsS 

]«n-I-bnÂ Cu F³ _n F^v kn Dt≠m F¶v \nt£-]-I³ ]cn-tim-[n-¡-Ww. 

CXv  htt ps://rbi.org.in Â e`y-am-Wv.  IqSmsX \nt£-]-§Ä kzoI-cn-¡p-¶-

XnÂ \n¶v hne-¡-s¸« I¼-\n-I-fpsS ]«n-I-bnÂ AXv {]Xy-£-s¸-Sp-¶n-sÃ¶v

Dd-¸p-h-cp-¯p-Ibpw thWw.

•  dnkÀhv _m¦v \ÂInb kÀ«n-^n-¡äv Hm^v cPn-kvt{S-j³ (CoR) F³ _n F^v 

knIÄ Ah-cpsS sh_vssk-änÂ hyà-ambn {]ZÀin-¸n-¨n-cn-¡-Ww. Cu kÀ«n-

^n-¡-änÂ F³ _n F^v knbv¡v \nt£-]-§Ä kzoI-cn-¡p-¶-Xn\v dnkÀhv _

m¦v khn-ti-jamb AwKo-Imcw \ÂIn-bn-«p-s≠¶pw kv]jvS-am-¡-Ww. \nt£-

]-§Ä kzoI-cn-¡p-hm³ F³ _n F^v kn¡v A[n-Im-c-ap-s≠¶v Dd-¸m-¡p-

hm³ \nt£-]-IÀ Cu km£y-]{Xw ]cn-tim-[n-¡-Ww.

•  F³ _n F^v knIÄ¡v 12 amk-¯nÂ Ipd-hp-ÅXpw 60 amk-¯nÂ IqSp-

XÂ Imem-h-[n-bp-Å-Xp-amb \nt£]w kzoI-cn-¡p-hm³ km²y-a-Ã. IqSmsX 

Hcp F³ _n F^v kn¡v Hcp \nt£-]-I\v \ÂIm³ Ign-bp¶ ]c-am-h[n 

]eni \nc¡v 12.5% Ihn-b-cp-Xv.

•  dnkÀhv _m¦v ]eni \nc-¡nse amäw 

htt ps://rbi.org.in site map NBFC List FAQs Â {]-kn-²o-I-cn-¡p¶p. 
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\nt£]-IÀ kzoI-cn-t¡≠ ap³I-cp-X-ep-IÄ

• _m¦v/F³ _n F^v kn/I¼\n F¶n-h-bnÂ \nt£-]n-¡p¶ Hmtcm XpI

bv¡pw IrXy-amb ckoXv \ÂI-W-sa¶v \nt£-]-I³ \nÀ_-Ôn-¡-Ww.

•  I¼\n AwKo-I-cn¨ Hcp DtZym-K-Ø³ ckoXv H¸n-Sp-I-bpw, \nt£] Xob-Xn,

\nt£-]-Isâ t]cv, hm¡p-I-fnepw A¡-§-fnepw XpI, sImSp-t¡-≠-

Xmb ]eni \nc¡v, Imem-h[n ]qÀ¯n-bm-Ip¶ Xob-Xn, Imem-h[n XpI, 

F¶nh cko-XnÂ tcJ-s¸-Sp-¯p-Ibpw thWw.

•  F³ _n F^v knIfpsS t]cnÂ s]mXp \nt£-]-§Ä tiJ-cn-¡p¶ 

t{_m¡ÀamÀ/GPâp-amÀ apX-em-b-h-bpsS Imcy-¯nÂ, t{_m¡Àamcpw/

GPâp-amcpw F³ _n F^v knbpsS {Ia-]-c-amb AwKo-Im-c-ap-Å-h-cmsW¶v

\nt£-]-IÀ kzbw Ønco-I-cn-¡-Ww.

•  F³ _n F^v knI-fpsS \nt£-]-IÀ¡v sUt¸m-knäv C³jp-d³kv ]cn-

c£ e`y-a-sÃ¶v \nt£-]I³ HmÀ½n-¡-Ww.
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Hcp Hm¬sse³ ]cmXn F§s\ \ÂImw

BÀ _n sF Hmw_p-Uvkvam\v ]cmXn

•  Hm¬sse³ Bbn ]cmXn \ÂIp-¶-Xn\v htt ps://cms.rbi.org.in/ 
F¶ en¦v kµÀin-¡p-I.

•  crpc@rbi.org.in F¶ Cþ-sa-bn-enÂ ]cmXn Ab-bv¡m-hp-¶-XmWv

•  FgpXn X¿m-dm-¡nb ]cm-Xn-IÄ kn BÀ ]n kn, dnkÀhv _m¦v 

Hm^v C´y, sk³{SÂ hnkvX, skIvSÀ þ17, NWvUo-KUv þ 160 017 

F¶ hnem-k-¯nÂ Ab-bv¡m-hp-¶-Xm-Wv. 

skIyq-cnän B³Uv FIvkvtN©v t_mÀUv Hm^v C´ybv¡v  

(sk-_n) (SEBI) ]cmXn

•  htt ps://sebi.gov.in/ F¶ en¦v Hm¬sse³ Bbn ]cmXn \ÂIp-¶-

Xn\v kµÀin-¡p-I.

C³jp-d³kv sdKp-te-ädn B³Uv sUh-e-]vsaâ v AtXm-dnän Hm^v 

C´y (sF BÀ Un F sF) bv¡v ]cmXn

•  htt ps://irda.gov.in/ F¶ en¦v kµÀin-¡pI

\mj-WÂ luknwKv _m¦n\v (F³ F¨v _n) ]cmXn

•  htt ps://nhb.org.in/ F¶ en¦v kµÀin-¡pI

ssk_À t]meokv tÌj-\nÂ ]cmXn

•  htt ps://cybercrime.gov.in/ F¶ en¦v kµÀin-¡pI
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]Zm-hen

ap³IqÀ ^okv/\S-]-Sn-{I-a-§Ä¡pÅ ^okv/tSm¡¬ ^okv 
(Advance fee/processing fee/token fee): {]am-W-§Ä X¿m-dm-¡p-¶-Xn
-\pÅ XpI, tbmK sNe-hp-IÄ, _m[-I-amb \S-]-Sn-{I-a-§Ä¡pÅ 
^okp-IÄ, ISw hm§p-¶-bmÄ¡v tem¬ hnX-c-W-¯n-\mbn Npa-
¯n-tb-¡m-hp¶ atä-sX-¦nepw NmÀPp-IÄ F¶n-§s\ FÃm {]mcw`
{]hÀ¯-\-§Ä¡p-ambn hmbv] hm§p-¶-bmÄ \ÂtI≠ XpI.

ZznL-SI km[q-I-cWw (Two factor Authen� ca� on): ZznL-SI km[q-
I-cWw ( 2FA F¶pw Adn-b-s¸-Sp-¶p) F¶mÂ CS-]m-Sp-IÄ km[q-
I-cn-¡p-¶-Xn\v c≠v hyXykvX LS-I-§-fpsS D]-tbm-Kw. CS]m-Sp
-I-fp-sS km-[q-I-c-W-¯n-\m-bn D-]-tbm-Kn-¡p-¶ aq-¶v ASnØm-\ L-S-
I§Ä þ \n§-fpsS ]¡-epÅ ImÀUv (\-¼À, Ime-l-cW Xob-Xn,
ImÀUnÂ A¨-Sn-¨n-cn-¡p¶ CVV, \n§Ä¡v Adn-bm-hp¶ ]n³ (Øn-c-
amb/Hcn-¡Â am{Xw D]-tbm-Kn-¡m-hp-¶), \n-§Ä X-s¶ ({_-tbm-
sa-{Sn-Ivþk-hn-ti-jw hn-c-e-S-bmfw). CS-]m-Sp-IÄ km[p-hm-¡p-hm³ 
CXnÂ GsX¦nepw c≠p LS-I-§-fpsS D]tbm-K-¯n-eqsS D]-tbm-
àm-¡-fpsS hyà-amb Xncn-¨-dn-bÂ e`n-¡p-¶p.

HmX-ssd-tk-j³ (Aw-Ko-Im-cw) (Authorisa� on): CS-]mSv AwKo-I-cn-
¡p-hm-\pÅ hym]m-cn-bpsS A`yÀ°-\bv¡v t]bvsaâ v hnh-c-§Ä 
km[p-X-bp-Å-Xm-sW¶pw D]-t`m-àm-hnsâ s{IUnäv ImÀUnÂ 
^≠p-IÄ e`y-am-sW¶pw kqNn-¸n-¡p¶ ImÀUv \ÂInb _m¦nÂ 
\n¶pÅ {]Xn-I-c-Ww.

ImÀUv \¼À (Card Number): ImÀUv DS-abv¡v s{IUnäv ImÀUv 
Atkm-kn-tb-j³ AsÃ-¦nÂ ImÀUv \ÂInb _m¦v \ÂIp¶ 
A¡u≠v \¼À. s{IUnäv ImÀUv t]bvsaâ v \S-¯p-¶-Xn\v D]-t`m-
àmhv Cu hnh-c-§Ä hym]m-cn¡v \ÂI-Ww. aäp-Å-h-cp-ambn
\¼À ]¦p-h-bv¡p-hm³ ]mSn-Ã. ImÀUv \¼À ImÀUnÂ A¨-Sn-¨n-
«p-≠v.

s{IUnäv ImÀUp-IÄ (Credit Cards): Hcp [\-Imcy Øm]-\-¯nÂ 
\n¶v CutSm-sStbm AÃm-sXtbm IS-ambn, DÂ¸-¶-§Ät¡m 
tkh-\-§Ät¡m ]W-a-S-bv¡m³ A\p-h-Zn-¡p¶ ImÀUp-IÄ.

s{IUnäv enanäv (Credit Limit): hmbv]m]cn[n F¶Xv Hcp km¼-¯nI 
Øm]\w CS-]m-Sp-Im-c\v \ÂIp¶ ]c-am-h[n hmbv] XpIsb kqNn-
¸n-¡p-¶p. hmbv] \ÂIp¶ Øm]\w s{IUnäv ImÀUntem ap³Iq«n 
\nÝ-bn¨ hmbv]-bntem AXnsâ ]c-am-h[n hmbv]m-]-cn[n \nÝ-bn-
¡p-¶p. ISw sIm-Sp-¡p-¶-h-À km-[m-c-W-bm-bn hm-bv-]m-]-cn-[n \n-Ý-
bn-¡p¶Xv At]-£-I³ \ÂIp¶ hnh-c-§sf ASn-Øm-\-am-¡n-
bm-Wv. D]-t`m-àm-¡-fpsS s{IUnäv kvtImdp-Isf _m[n-¡p¶ Hcp
LS-I-am-Wv hmbv]m-]-cn-[n. `mhn-bnÂ hmbv] t\Sm-\pÅ Ah-cpsS 
Ign-hns\ CXv _m[n-¡pw.
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CVV þ ImÀUv Ønco-I-cW aqeys¯ kqNn-¸n-¡p-¶p. CXv ImÀUn\p 
]pd-InÂ A¨-Sn-¨n-cn-¡p¶ aq¶¡ \¼À BWv. Hm¬sse³ CS-]m-Sp-
IÄ ]qÀ¯n-bm-¡p-¶-Xn\v Cu \¼À AXy-´m-t]-£n-X-amWv. AXv 
Hcn-¡epw Bcp-ambpw ]¦n-S-cp-Xv.

sU_näv ImÀUp-IÄ (Debit Cards): km[-\-§Ä hm§p-t¼mÄ B 
hyàn-bpsS _m¦v A¡u-≠nÂ \n¶pw Ingnhv hcp¯n ]Ww \ÂIp-
hm³ A\p-h-Zn-¡p¶ ImÀUp-IÄ.

Cþ-sIm-tagvkv ¹mäv t^mw (E-commerce Pla� orm): DÂ¸-¶-§fpw 
tkh-\-§fpw (Un-Pn-äÂ DÂ¸-¶-§Ä DÄs¸-sS) UnPn-äÂ, Ce-Ivt{Sm
-WnIv irwJ-e-I-fnÂ IqSn hm§p-hm\pw hnÂ¡p-hm\pw km[y-am-¡p¶
 ¹mävt^mw/sh_vssk-äv.

C Fw sF (EMI) (Xpey {]Xn-amk Xh-W-IÄ): e`n¨ hmbv] ]eni 
klnXw XoÀ¯v AS-bv¡p-¶Xv hsc amkw tXmdpw apXepw ]en-i-bp-
ambn \nÝnX XpI hmbv] FSp¯ BÄ hmbv] \ÂIn-b-hÀ¡v (_m¦v,
NBFC) \evIp-¶-Xn-s\-bmWv EMI F¶v hnfn-¡p-¶-Xv.

F³{In-]vj³ (Encryp� on): clky kz`mhw kq£n-¡p-¶-Xn-\mbn 
t{]mk-knwKv hnh-c-§Ä ]cn-hÀ¯\w sNbvXv Ce-Ivt{Sm-WnIv tImUv 
Bbn amäp¶ {]{In-b.

Ime-l-c-W-s¸-Sp¶ XobXn (Expiry date): Hcp ImÀUv, DS-¼-Sn, k½-X-
]-{Xw, {]amWw F¶n-h-bpsS km[pX Ime-l-c-W-s¸-Sp¶ Xob-Xn. 
Ime-l-c-W-s¸-Sm¯ ImÀUp-I-fn-eqsS \S-¯p¶ CS-]m-Sp-IÄ¡v 
am{Xta AwKo-Imcw e`n-¡q.

tKävth (Gateway) : t\cn-«pÅ CS-s]-S-en-ÃmsX CS-]m-Sp-IÄ, D]-t`màr
hnh-c-§Ä, A]-IS km[yX \nb-{´Ww F¶o tkh-\-§-fpsS hnhc 
{Iao-I-cWw \S-¯p-¶-Xn-\pÅ kmt¦-XnI hnZy-bpsS ASn-Øm\
kuI-cy-§Ä \ÂIp¶ CS-\n-e-¡m-c³. ]W-an-S-]m-Sp-I-fnÂ DÄs¸-
SmsX Hm¬sse³ ]Ww CS-]m-Sp-I-fpsS hnhc ssIImcyw kpK-a-am-¡p-
hm-\pÅ kmt¦-XnI hnZy-bpsS ASn-Øm\ kuI-cy-§Ä \ÂIp¶ 
Øm]-\-am-Wv t]bvsaâ v tKävthbvkv (Payment Gateways).

sF Fw ]o Fkv (IMPS) : samss_Â t^mWnÂ IqSn (Hcp ]cn[n hsc)
ssIamäw sN¿p-Ibpw KpW-t`m-àm-hn\v XÕ-abw ]Ww \ÂIp-Ibpw
sN¿p¶ (NPCI) F³ ]n kn sFbpsS DÂ¸-¶-amWv sF Fw ]n 
Fkv. tkh-\-§Ä.

\n§-fpsS D]-t`m-àm-hns\ Adn-bpI KYC: Hcp km¼-¯nI 
Øm]\w D]-t`m-àm-hnsâ AkvXnXzw, A\p-tbm-PyX/AbmÄ 
ImcWw D≠m-tb-¡m-hp¶ A]m-b- km-[yX F¶nh a\-Ên-em-¡p-
hm-\mbn HcpIq«w tcJ-IÄ, IrXy-amb {i²-tbmsS ]cn-tim-[n-¡p¶ 
{]{In-b.
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aWn ayqÄkv: X«n-¸p-Im-cpsS ssIh-i-apÅ tamjvSn¨/\nb-a-hn-cp-²-
ambn t\Snb ]Ww \nc-]-cm-[n-I-fmb Cc-I-fpsS _m¦v A¡u-≠nÂ 
IqSn shfp-¸n-¡p-¶p. Cu \nc-]-cm-[n-Isf hnti-jn-¸n-¡p¶ ]Z-amWv 
aWn ayqÄkv.

aÄ«n-þ-se-hÂ amÀ¡-änwKv: ]s¦-Sp-¡p-¶-hÀ¡v Ah-cpsS hnÂ¸-\-
bnepw AhÀ AwK-ambn tNÀ¡p-¶-h-cpsS hnÂ¸-\-bnepw I½o-j³ 
AYhm {]Xn-^ew e`n-¡p¶ hn[-¯nÂ Hcp I¼-\n-bpsS t]cnÂ 
km[-\-§tfm tkh\§tfm hnÂ¡p¶ coXn. 

\mj-WÂ Hmt«m-ta-äUv ¢nb-dnMv lukv (NACH): \mj-WÂ t]bv
saâ v tImÀ¸-td-j³ Hm^v C´y (NPCI) {]hÀ¯n-¸n-¡p¶ Hcp tI{µo-
IrX Ce-Ivt{Sm-WnIv ¢nb-dnMv tkh\w (ECS) BWn-Xv.

\nbÀ ^oÂUv I½yq-Wn-t¡-j³ (NFC) : Hcp  NFC kÖo-I-cn¨ 
samss_Â t^mWnÂ \n¶v {]m]vXn-bpÅ Hcp D]-I-c-W-¯n-te¡v 
CS-]mSv hnh-c-§Ä ssIam-dm³ D]-tbm-Kn-¡p¶ Hcp Bi-b-hn-\n-ab 
kmt¦-Xn-I-hnZy NFC LSn-¸n¨ b{´-¯n-\-Sp¯v kvamÀSvt^m¬/
ImÀUv ImWn-¨mÂ ImÀUnsâ kv]Ài-\-an-ÃmsX ]Ww-sIm-Sp-¡Â 
km²y-am-Ipw.

F³ C F^v Sn (NEFT): RBI bpsS DS-a-Ø-X-bn-ep-ÅXpw RBI {]hÀ
¯n-¸n-¡p-¶-Xp-amb tZi-hym-]-Ihpw tI{µo-Ir-X-hp-amb ]W-an-S-]
mSv hyh-Ø-bmWv (System)  F³ C F^v Sn. `mc-X-¯nse _m¦v 
D]-t`m-àm-¡Ä¡v F³ C F^v Sn kÖ-amb c≠p _m¦v A¡u-
≠p-I-fnÂ ]c-kv]cw ]Ww ssIamäw sN¿m-hp-¶-Xm-Wv.

h¬ ssSw ]mkvthUv (H Sn ]n) (OTP) : \n§-fpsS Hm¬sse³ CS-]m-Sp
-IÄ¡pÅ ZznL-SI km[q-I-c-W-¯nÂ DÄs¸-Sp¶ A[nI kpc£m 
\S-]-Sn-bmWv H Sn ]n AsÃ-¦nÂ h¬ ssSw ]mkvthUv. CXv cl-
ky-ambn kq£n-t¡-≠-Xm-Wv. aäm-cp-ambpw ]¦p-h-bv¡-cp-Xv.

^njnwKv (Phishing) þ D]-t`m-àm-¡sf h©n-¡p-¶-Xn\p th≠n X§
-fpsS _m¦nÂ \nt¶m Cþ-hm-eäv ZmXm-¡-fnÂ \nt¶m Ab-¨-Xm-
sW¶v tXm¶n-¸n¡p¶ coXn-bn-epÅ hymP Cþ-sa-bnÂ. CXnÂ clky
hnh-c-§Ä tNmÀ¯p-¶-Xn-\pÅ en¦v D≠m-Ipw. 

t]mbnâ v Hm^v skbnÂ (POS)/ AIvk-]vä³kv Unsshkv (mPOS): 
ImÀ-Uv h-gn-bpÅ  (s{I-Un-äv ImÀUv, sU-_n-äv ImÀUv,Kn^väv ImÀUv 
apX-em-b-h) ]Ww kzoI-cn-¡m³ hym]m-cn-Isf {]m]vXcm¡p¶ 
hym]mc Øm]-\-§-fnÂ Øm]n-¨n-«pÅ QR code  D]-I-c-W-§Ä.


